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METHODOLOGY

Interviews

The Brennan Center interviewed more than 30 state and 80 local election officials in the process of
writing this report. When possible, we spoke with election officials over the phone. In some cases,
election officials provided written responses to our questions by email. We conducted interviews in the
first half of 2015 and the information cited from these interviews is current as of July 2015.

The Brennan Center also interviewed dozens of experts in election technology, administration, and
security. We spoke to computer scientists, policy analysts, usability experts, election security experts,
voting equipment vendors, and various innovators in the field of election technology. Interviews with
experts provided critical perspectives on the limitations of our current voting equipment and the
potential for innovation in future election technology. The information cited from these interviews is
also current as of July 2015.

Finally, the Brennan Center reviewed scores of news reports, press releases, legislation, meeting
minutes, and other publicy available materials to identify local election officials with plans or
intensions to purchase new voting equipment. We also consulted academic articles, government
reports, and policy literature specific to the field of voting technology to inform and support the
analysis provided in this report.

Use of Verified Voting Data

The Brennan Center consulted publicly available information on Verified Voting’s website to identify
the model and manufacturer of the machines used by jurisdictions. Information from Verified Voting’s
data underlie our analysis of: (1) states using voting machines that are no longer manufactured, (2)
states using DREs as the primary polling place voting equipment, and (3) states where machines will be
at least 10 years old in 2016. In the case of the last point, Verified Voting provided the Brennan Center
with data showing the voting machines used by jurisdictions in 2006. The Brennan Center compared
this information to Verified Voting’s most recent data from 2015 to estimate the age of machines used
across the country. In cases where we note that states use machines more than 15 or 20 years old, the
information was gathered from our interview process, not Verified Voting,.
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GLOSSARY OF TERMS

Commercial Off The Shelf (COTS): In this report, COTS specifically refers to hardware that can be

purchased commercially, such as an iPad or Android, and used as part of a voting system.

Direct Recording Electronic (DRE): A voting machine, that electronically stores votes, and on which
voters use interfaces (pushbutton, touchscreen, or dial) to record their votes. The votes are stored in a
memory cartridge, diskette, or smart card and added to the votes of all other voters. DREs are used in
polling places in jurisdictions in 30 states. '

Election Assistance Commission (EAC): A federal commission that was established by the Help
America Vote Act of 2002 (HAVA). EAC is an independent, bipartisan commission charged with
developing guidance to meet HAVA requirements, adopting voting system standards, and serving
as a national clearinghouse of information on election administration. EAC also accredits testing
laboratories and certifies voting systems.

Help America Vote Act (HAVA): An act passed by the United States Congress in 2002 to reform
the nation’s voting processes and procedures. HAVA required improvements to voting systems and
voter access following the 2000 election. HAVA mandated that states create statewide voter registration
databases, allow for provisional voting, and upgrade voting equipment, among other requirements.

Optical Scan: A voting system in which voters mark paper ballots that are counted by scanner devices.
Voters generally indicate their selections by filling in an oval, completing an arrow, or filling in a box.”

PCOS (Precinct Count Optical Scan): PCOS units are optical scan voting machines that are
specifically designed and used for precinct-based vote tabulation. PCOS units are used in polling places
in jurisdictions in 40 states.’

Personal Computer Memory Card International Association (PCMCIA) card: A computer memory
expansion and storage device — a precursor to USB memory storage devices, such as “thumb drives.”

Presidential Commission on Election Administration (PCEA): A bipartisan commission established
by President Obama in March 2013. The PCEA’s mission was to identify best practices to promote
efficient election administration and to make recommendations to improve the voting experience.
In January 2014, the PCEA submitted its report calling for expansion of online voter registration,
expansion of early voting, modernization of polling place management, and reformation of the
certification process for voting technology, among other recommendations.

Risk-limiting audits: A risk-limiting audit is a type of post-election audit, during which a random
sample of ballots is selected and the selections on the ballots are compared to the electronic “cast vote
record” inside a voting machine. In a decisive contest, a small sample of ballots can be audited, while a
close race will require a comparatively larger sample.
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Technical Guidelines Development Committee (TGDC): A committee of election officials, computer
scientists, and other experts that assists the EAC in developing the Voluntary Voting System Guidelines
(VVSG). The chairperson of the TGDC is the director of the National Institute of Standards and
Technology (NIST).

Voluntary Voting System Guidelines (VVSG): A set of requirements and specifications that are used
to test and evaluate the quality of voting systems. Machines are tested to meet the VVSG as a quality
assurance measure. The VVSG tests machines to make sure they meet requirements in a number of
categories, including but not limited to functionality, accessibility, and security. HAVA requires that the
EAC periodically update the VVSG.
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EXECUTIVE SUMMARY

In January 2014, the bipartisan Presidential Commission on Election Administration (PCEA) issued a
stern warning that should be of grave concern to all Americans: There is an “impending crisis ... from
the widespread wearing out of voting machines purchased a decade ago. ... Jurisdictions do not have
the money to purchase new machines, and legal and market constraints prevent the development of

machines they would want even if they had funds.”

This report, nearly two years later, documents in detail the extent of the problem and the steps we must
take in the coming years to address it. Over the past 10 months, the Brennan Center surveyed more
than 100 specialists familiar with voting technology, including voting machine vendors, independent
technology experts, and election officials in all 50 states. In addition, we reviewed scores of public
documents to quantify in greater detail the extent of the crisis. We explore the current challenge in
three parts: (1) the danger, looking at the age of machines around the country relative to their expected
lifespans and the problems that we can expect; (2) the new technologies that can help solve the problem
going forward; and (3) recommended solutions to the impending crisis.

Among our key findings:

*  Unlike voting machines used in past eras, today’s systems were not designed to last for decades.
In part this is due to the pace of technological change. No one expects a laptop to last for 10
years. And although today’s machines debuted at the beginning of this century, many were
designed and engineered in the 1990s.

*  While it is impossible to say how long any particular machine will last, experts agree that for
those purchased since 2000, the expected lifespan for the core components of electronic voting
machines is between 10 and 20 years, and for most systems it is probably closer to 10 than 20.

> The majority of machines in use today are either perilously close to or exceed these
estimates. Forty-three states are using some machines that will be at least 10 years old
in 2016. In most of these states, the majority of election districts are using machines
that are at least 10 years old.

> In 14 states, machines will be 15 or more years old.”

> Nearly every state is using some machines that are no longer manufactured and many
election officials struggle to find replacement parts.

* The longer we delay purchasing new equipment, the more problems we risk.

>  The biggest risk is increased failures and crashes, which can lead to long lines and lost votes.
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>  Older machines can also have serious security and reliability flaws that are unacceptable
today. For example, Virginia recently decertified a voting system used in 24 percent
of precincts after finding that an external party could access the machine’s wireless

features to “record voting data or inject malicious data[.]”

>  Smaller problems can also shake public confidence. Several election officials mentioned
“flipped votes” on touch screen machines, where a voter touches the name of one
candidate, but the machine registers it as a selection for another.

*  Election officials who believe they need to buy new machines do not have sufficient resources.

>  Election jurisdictions in at least 31 states want to purchase new voting machines in
the next five years. Officials from 22 of these states said they did not know where they
would get the money to pay for them.

> Based upon recent contracts and assessments provided by election officials, the
Brennan Center estimates the initial national cost of replacing equipment over the
next few years could exceed $1 billion, though that could be partially offset by lower
operating costs and better contracts than are currently used in many jurisdictions.

> Aselection jurisdictions diverge in how they respond to the crisis, we see an increasing
divide among, and even within, states in the ability to ensure elections can be
conducted without system failures and disruption.

> A preliminary analysis by the Brennan Center lends support to the concern expressed by
some officials that without federal or state funding, wealthier counties will replace aging
machines, while poorer counties will be forced to use them far longer than they should.

These are troubling findings, but our study also provides hope for the future. Technology has changed
dramatically in the last decade, offering the possibility of machines that are more reliable, more usable, and
less expensive. Several recent innovations — often driven by election officials who have worked with vendors,
academics, and voters — could point the way to more affordable and flexible 21st century machines.

While such advances may help us in future years, they will not resolve today’s crisis. There is no escaping
the immediate need to plan and set aside sufficient funds to buy new machines.
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INTRODUCTION

Fifteen years after a national election trauma that was caused in significant measure by obsolete voting
equipment, the country is faced again with outdated machines that, as a report by Maryland’s Department
of Legislative Services put it, are “rapidly approaching the end of their lifespan.”” Louisiana Secretary of
State Tom Schedler put it more plainly when speaking before the Louisiana House and Government Affairs
Committee: “It’s getting a little scary out there.”

In interviews with dozens of election officials and independent technology experts, the word “crisis” came up
repeatedly. Election Assistance Commissioner Tom Hicks’s view was representative: “Our voting equipment
is old and past its usefulness. We're getting by with Band-Aids, but I worry about a crisis with some of the
older machines.”

No one we talked to predicted there will be a vast meltdown of all, or even most, of the nation’s voting
equipment in 2016. Aging machines do not all fail at once on a single day. But many argued that unless
and until equipment is replaced, we will increasingly see problems from aging equipment that have already
been occurring more frequently than they should — flipped votes, freezes, shut downs, long lines, and, in
the worst case scenarios, lost votes and erroneous tallies.'” Beth White, the former clerk in Marion County,
Indiana, pointed out that even a partial system failure could result in huge problems. “If we even have a 10
percent failure rate on election morning, or 5 percent, that is significant,” White told a local TV affiliate.
“That is a dramatic administrative challenge for us, and these are the things we're approaching.”!

It is worth remembering that the machine problems in Florida in 2000 could have gone unnoticed by most
Americans had they not happened in an exceptionally close election. In fact, the machine-related flaws
revealed on that Election Day (hanging chads, high voter error rates, lost votes) had been problems for years,
and were accompanied by warnings from experts and election officials that it was only a matter of time before
they caused a catastrophe.'

We face an eerily similar situation today. Experts and election officials have again sounded the alarm.

As this report documents, officials in at least 31 states are hoping to purchase and deploy new voting machines
in the next five years."® Bur officials from 22 of those states do not yet know where or whether they will get the
money to pay for new machines."*

The jurisdictions looking to deploy new equipment represent approximately 40 million registered voters and
their states total 387 of the 538 electoral votes."

In fact, these figures probably underestimate the need for new equipment and overstate the percentage of
jurisdictions that have lined up the necessary funding. Many election officials may not be willing to discuss
their desire for new machines publicly, for fear of undermining voter confidence. When asked how many
jurisdictions would like to purchase new machines, Merle King, executive director for the Center for Election
Systems at Kennesaw State University in Georgia, replied simply, “they all would.”'®
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It is unclear where the money will come from. As Tammy Patrick, a senior advisor of the Democracy Project
with the Bipartisan Policy Center, and former federal compliance officer for the Maricopa County Elections
Department in Arizona, put it, “some jurisdictions seem to be saying we're just going to wait until another

catastrophe and then maybe Congress will pay for it. This is not a good plan.”"”

The need for new machines presents a rare opportunity to dramatically improve voting. As the National
Institute of Standards and Technology (NIST) and the Center for Civic Design noted in their Roadmap for
Usability and Accessibility of Next Generation Elections,'® “[R]ecent years have brought changes to the state of
the art and technology for voting systems as well as public expectations about how voters will participate in
elections.” New machines could result in smoother elections and increased confidence in the results. They
could make early voting and other innovations easier to implement. And they could result in substantial
savings for many jurisdictions that are now tied to expensive service and software licensing contracts."

There is reason to be hopeful about the future of voting technology, but also reason to be extremely
concerned that, as has too often been the case in recent decades, we will fail to invest adequately in the
nation’s democratic infrastructure.

This report will explore that challenge in three parts. First, the danger: We look at the funding crunch for
the many election officials who believe they need new equipment, provide a detailed look at the age of
equipment, and examine the problems that occur when equipment is not replaced or adequately maintained.
Second, the promise: how recent technological breakthroughs could make elections more accessible, secure,
and accurate. And third, the solutions: steps policymakers can take to ensure jurisdictions can purchase better
systems for less money, and for those who cannot secure funding for new systems as quickly as they would
like, how to minimize the risk and impact of failures that disenfranchise voters and shake public confidence
on Election Day.

Important Developments at the Election Assistance Commission

While there is no clear path to resolve the election technology crisis, there have been some encouraging
developments. Perhaps most importantly, in December 2014 the U.S. Senate finally confirmed three
new commissioners to the Election Assistance Commission (EAC), the federal agency charged with
establishing testing regimes for new voting systems. Between 2010 and 2014, the EAC did not have
a quorum of commissioners to approve new certification guidelines. This made it difficult for some
jurisdictions to buy new machines. Within a few months, the EAC approved new voting system
certification guidelines, a new program manual for certification and testing, and established a new
web-based clearinghouse of sample Request for Proposals for voting equipment.

While the flurry of recent EAC activity is encouraging, serious challenges remain, and the agency
should play a critical role in supporting state and local election agencies. In the years to come, the EAC
can provide vital support by: (1) helping localities develop plans for buying new voting equipment, (2)
providing critical information about problems with existing systems and best practices for maintaining
aging equipment, and (3) guiding the direction and quality of the next generation of voting systems.
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|. THE DANGER: WHAT CAN HAPPEN IF ANTIQUATED MACHINES ARE NOT
MAINTAINED OR REPLACED

To understand how to address the problem of aging voting equipment, it is necessary to understand how
we got to the point that so many systems need to be replaced or upgraded at the same time.

On October 29, 2002, President George W. Bush signed the Help America Vote Act (HAVA). HAVA
made sweeping changes to the nation’s voting process, and was seen as a response to revelations in the
2000 election of serious flaws in the nation’s voting systems, voter access, and election administration.”

Of course, not leastamong these flaws were the voting system failures in Florida. HAVA provided states with
more than $2 billion to replace obsolete voting equipment, and created new standards for certification.
It also established the Election Assistance Commission as an independent agency and charged it with the
task of creating a testing program for new voting systems, as well as functioning as a clearinghouse for
election administration, among other things. By 2006, “the vast majority of election jurisdictions in the
United States purchased and deployed new voting systems.”

For better and worse, by providing a huge infusion of money to replace voting equipment in 2002, Congress
fundamentally changed the voting machine market, and it did so before new voting system standards or
testing programs were in place. Even so, HAVA-era machines are in several ways more accurate and
more accessible than the lever and punch card machines that preceded them.?® At the same time, voting
systems have become more complicated, less static, and less durable.” The federal government is unlikely
to provide another infusion of billions of dollars, but the need to maintain and replace equipment grows.

A. The Lifespan of Current Machines

How old is too old? Is there a particular age when a machine simply becomes too risky to use? There are
no simple answers to these questions. There are literally dozens of models of machines in use today,”® and
lifespan is dependent on a number of factors, including the make of the machine, frequency of its use,
how often parts are replaced, and the conditions under which the machine is stored and maintained.*’

Nevertheless, it is possible to make some useful generalizations. Merle King, the executive director for the
Center for Election Systems, noted, “Most people think that a voting system — the core voting components
— should last between 10 and 20 years.” Others, including professor Doug Jones of the University of Iowa,
former chair of the Iowa Board for Voting Machines and Electronic Voting Systems, agree this is a reasonable
estimate for older systems, but they note that for most systems manufactured and purchased since 2000, the
proper lifespan is probably closer to 10 years. “By the late 1990s voting machines started using more laptop
computer technology and other commodity hardware that we expect to have a shorter life cycle,” Jones said.*

These lifespan estimates are consistent with what the Brennan Center heard from vendors about
projected lifespans.”> Where we have been able to find such projections in government documents,
they generally do not exceed 10 or 15 years.?* This of course does not mean that machines do not or
cannot last longer with proper maintenance, but these estimates provide a good benchmark for gauging
the state of current equipment.
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What they tell us is that the majority of systems in use today are either perilously close to or past
their expected lifespans. Based on data from Verified Voting and interviews with elections officials
in all 50 states, the Brennan Center estimates that in 2016, 43 states will be using machines that
were purchased 10 or more years ago.*> Fourteen states (Alaska, Arizona, Delaware, Florida, Kentucky,
Louisiana, Massachusetts, New Hampshire, New Jersey, Rhode Island, Texas, Vermont, Virginia, and
Washington) will be using some machines that were purchased more than 15 years ago.*® The map
below assumes that equipment currently used will not be replaced before 2016.

Machines At Least 10 Years 0Old in 2016

. All Machines Purchased Since 2006

- Minority of Election Jurisdictions Purchased
> Machines in 2006 or Earlier

' . Majority of Election Jurisdictions Purchased
Machines in 2006 or Earlier

. . . ) . All Election Jurisdictions Purchased Machines in
*Verified Voting data from 2006 for Idaho was incomplete. For this reason, Idaho ;
4 p 2006 or Earlier

is not included in this analysis. In Colorado, Oregon, and Washington, this
analysis applies to central count machines for processing mail ballots. Otherwise

the analysis applies to polling place equipment.

The director of elections for Pickens County, South Carolina, Rodney Allen, spoke for many election
officials when discussing his 10-year-old machines with the Seneca Daily Journal. “Can you imagine
using a personal computer for [this long]? We properly maintain our equipment for service, and that
extends the life, but we're on the final run of the need for new voting machines.””

A 2010 report commissioned by the Maryland Department of Legislative Services highlighted the risks
of using Maryland’s aging machines in future elections and probably helped persuade the legislature
to lease new machines for the 2016 election. “Continuing to use the system beyond 2012 comes
with increased risk of equipment malfunctioning,” the report stated. “The nature and frequency of
equipment failure beyond the manufacturer’s life expectancy cannot be predicted.”*®
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Internet Voting

As election officials face pressure to replace aging technology and make voting easier, many point to
online voting as an obvious solution. It would seem to address several problems: eliminating or greatly
reducing the cost of purchasing and maintaining polling place machines, making it less burdensome
for military and overseas voters to cast ballots, giving many more disabled voters the opportunity to
vote privately and independently, and generally making it far easier for nearly anyone with Internet
access to vote from home.

And yet, the vast majority of security experts express alarm at the idea.*” They argue that we have not
yet developed the tools to ensure voting over the Internet can be done both privately and securely.
David Jefferson, a computer scientist at Lawrence Livermore National Laboratories and chairman
of Verified Voting told Computerworld that “from a security point of view, [Internet voting] is an
insane thing to do.”* The National Institute of Standards and Technology (the federal body charged
with researching Internet voting) published at least two reports that detail the ways votes sent over
the Internet can be manipulated without detection, and concluded secure Internet voting is not yet
achievable.*’ A senior Department of Homeland Security official recently warned election officials
that online voting is premature.*?

MIT professor Ron Rivest, one of the nation’s leading experts in cryptology and voting system
security, told 7he Hartford Courant that Internet voting is not secure enough to protect the integrity
of elections. “The biggest concern I have about Internet voting is that we dont know how to do it
securely,” said Rivest, “It sounds wonderful but it's an oxymoron. We don’t have the Internet experts
who know how to secure big pieces of the Internet from attack.”

This deep skepticism, echoed by numerous independent experts who have studied the question,
baffles much of the public, including many election officials.* Given how many of our daily tasks
are done on the Internet, how can this be so hard? If we can bank and buy shoes online, the question

goes, why can we not vote online?

In fact, we need only look at the newspaper to understand why Internet voting is not yet prudent. A
recent article in 7he Washington Post explained that the original architecture of the Internet, developed
in the 1970s, leaves it vulnerable to security breaches.” As a result of this vulnerability, nearly every
week we learn of federal agencies (including the FBI and CIA), banks, insurance companies, news
organizations, and other private businesses that have had their websites and e-mails hacked, sometimes

% These institutions spend billions of dollars on cybersecurity”” — far more

by foreign governments.
than we are likely ever to spend on elections — and they still cannot fully protect themselves from

successful attacks from bad actors.

Just recently, Russian hackers accessed President Obama’s unclassified e-mails.* In the case of national
elections, it does not take a great leap of imagination to suppose there are similarly powerful actors
who have the motivation to disrupt an Election Day conducted over the Internet, spy on voters,
or even attempt to change results. Barbara Simons, voting technology expert and past president of
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the Association for Computing Machinery, noted dryly that “the idea that any election official can

provide more security for email ballots than is provided for the president is, well, hard to fathom.”®

Despite these risks, more than 30 states allow some kind of voting by the Internet, primarily for
military and overseas voters.”® Alaska goes even further, allowing any citizen to vote by Internet without
excuse, though the state does warn voters “when returning the ballot through the secure online voting
solution, you are voluntarily waving [sic] your right to a secret ballot and are assuming the risk that a

faulty transmission may occur.”"

There is overwhelming evidence that Internet voting in a national election is currently inadvisable.
Nevertheless, election officials report that voters increasingly ask for and expect to vote by the Internet.”
As these officials continue to be squeezed by the cost of replacing aging voting technology, the
battle over Internet voting between vendors and advocates in favor of such systems on the one
hand, and election integrity groups and security experts on the other, will likely intensify.

B. The Challenges of Aging Machines

Election officials are often reluctant to talk about problems with voting systems. Publicly complaining
about such problems risks undermining voter confidence and depressing turnout. As Tammy Patrick
of the Bipartisan Policy Center put it, “Election officials are in a difhicult position ... they don’t want to
cause a panic. Voters need to have confidence in the system throughout.”*® Lori Edwards, supervisor of
elections in Polk County, Florida, echoed this sentiment when speaking with USA Today. “If I thought
people’s attention would help the problem, I might be making more of a stir down that avenue,” she
said. “Just by instinct, election officials know it’s a big part of their job to maintain confidence.”**
Despite this fear, we have found many election officials are speaking publicly and forcefully about
the problems of aging machines, and their concerns about what might happen if machines are not
replaced soon. “We need to be honest with policymakers,” said Edgardo Cortes, commissioner of
elections in Virginia. “There is a tradeoff. They need to know if you don't replace equipment there will

be repercussions.”

Just last year, Florida Secretary of State Ken Detzner, estimated that 30 of Florida’s 67 counties should replace
voting equipment before the 2016 election. When speaking with the Sun-Sentinel, Detzner said, “It’s kind
of one of those things that you don't think about until something happens [...] We know we need to do
something [...] Some of the equipment is old, some as old as 10 years old. And well be evaluating that,
working with the supervisors and their local county commission to make sure they get funded in preparation
for 2016.7¢ In the course of writing this report, the Brennan Center spoke with election ofhicials who identified
12 Florida counties that have plans to replace machines before the 2016 election.” The Florida Department
of State did not respond to requests for a complete list of counties that will have new machines for the
2016 election.
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The top election official in Ohio, Secretary of State Jon Husted, echoed these concerns in testimony
before the PCEA, stating that 10 years after HAVA, “...machines are aging, they need maintenance
and, at some point, will need to be replaced. The next time we go to the polls to elect a president, these

machines will be 12 years old. That’s a lifetime when it comes to technology.” >

Lori Edwards — the supervisor of elections in Polk County, Florida — expressed similar concerns. “It’s
something I'm kind of facing every day,” she told USA Today. “The equipment is going to start breaking
down I feel like 'm driving around in a 10-year-old Ford Taurus and it’s fine and it’s getting the job
done, but one of these days it’s not going to wake up.””

Ultimately, the election official’s greatest fear is that equipment failures undermine confidence in
election results. As Bob Nichols, an election director for Jackson County, Missouri, put it to 7he Kansas
City Star, “We're just really concerned [...] Going into a presidential election year with old equipment

— we don’t want to be another Florida.”®

But the challenges of using antiquated equipment are more complicated than simply having a
machine that might not work on Election Day. Below we detail three of the most common concerns
election officials told us they had with continuing to use old machines: (1) the failure of equipment
to work as intended, (2) an inability to connect voting machines to current computers because the
software is unsupported and outdated, and (3) difficulty finding replacement parts for machines that
are no longer manufactured.

1. Recent Failures and Vulnerabilities Related to Age

We already know in some detail what kinds of problems are associated with continuing to use antiquated
voting systems. As Barbara Simons, an expert on electronic voting and past president of the Association
for Computing Machinery noted, “We know that a lot of machines were breaking in the 2012 election.

It’s not that it’s an impending crisis. The crisis is already here.”!

After years of wear and tear, machine parts like motherboards, memory cards, and touch screens can
fail. When this happens on Election Day, voters can be forced to wait in line while repairs are made or
machines replaced.®

The most recent high-profile example of the increased vulnerabilities of older machines occurred in
Virginia. Following reports of machines crashing during the 2014 election, the Virginia State Board of
Elections enlisted experts to conduct a post-election review. Investigators found that the WinVote, a
Wi-Fi enabled machine that was not EAC certified, had serious security vulnerabilities.®

In particular, investigators found that wireless cards on the voting systems could allow “an external party
to access the [machine] and modify the data [on the machine] without notice from a nearby location.”
They added that “an attacker could join the wireless ad-hoc network, record voting data or inject malicious
[data.]”* The WinVote dates back to the early 2000s, when Wi-Fi encryption standards were significantly
weaker.®” EAC Commissioner Matt Masterson said the WinVote system was never certified by the EAC’s
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testing program. “Virginia found out they have issues with the WinVote system. What would that system
have looked like if the EAC had tested the WinVote? It would have never passed federal certification
today.”® The findings startled Virginia election officials and led the State Board to decertify the WinVote.*”
As a result of the Board’s action, 30 Virginia localities must purchase and deploy new machines.*

The Virginia Board also investigated problems with a different touch screen machine, the AccuVote TSX,
which is used in some form in 20 other states.”” In 2014, voters in Virginia Beach observed that when
they selected one candidate, the machine would register their selection for a different candidate. This issue,
the result of an “alignment problem,” affected 26 Virginia Beach machines.”® Jack Cobb, the laboratory
director at Pro V&V — a federally accredited voting test system laboratory — told us that a coating on the
edge of the touch screen “slowly degrades” the glue that holds the screen in place.”’ As a result, the touch
screen can slip out of place, and register votes incorrectly. “It just so happens that there were thousands of
AccuVote TSXs produced, and some portion of these machines has this problem,” Cobb told us.”

Virginia is not alone. Election officials told us they struggle to keep aging voting machines operable. In
Oakland County, Michigan, Director of Elections Joe Rozell told the Brennan Center his optical scan
units are having increasing problems as they age. “We have had motherboards go down — in essence the
voting machine just stops working on Election Day because the motherboard is dead. The memory cards
are going bad [...] this delays tabulation and makes second chance voting impossible.””

Other elections officials must improvise to keep old machines running. Neal Kelley, registrar in Orange
County, California, took unusual measures to maintain his decade-old voting machines. When the wiring
in his direct-recording electronic (DRE) machines started to fail, Kelley replaced “cable connections” in
11,000 machines with military grade hardware. When speaking with USA Today in 2014, Kelley stated,
“If we did nothing to continue ongoing maintenance with the system, realistically, we shouldn't be fielding
it in the 2016 cycle.” The USA Today article also noted that the county was purchasing voting machines to

“cannibalize for extra parts,” which Kelley remarked “can probably extend our life cycle to 2018.774

For computerized DRE machines that do not require a voter to use a paper ballot, touch screen and
other failures can be especially problematic. Jeremy Epstein, a voting systems expert and computer
scientist at SRI International, notes jurisdictions using these systems need to take extra precautions in
case of a machine shutdown. Unlike jurisdictions that use paper ballots that are later scanned (either
in the polling place or at a central location), voters in jurisdictions that use a DRE as their primary
machine will not be able to vote until the machines are replaced or voters are provided with emergency

paper ballots.”

Touch screen machines are vulnerable to “calibration” problems, sometimes referred to as “vote flipping.”
Similar to alignment errors, calibration errors can cause machines to register voters choices for the wrong
candidate. In recent elections, voters uploaded videos of this vote flipping to the Internet and they went
viral.”® EAC Commissioner Matt Masterson stated that calibration errors become more frequent as
machines age. “Most of the time the problem with touch screen units is a calibration issue. A touchscreen
is three pieces of plastic layered over each other, the casing that holds those will loosen and that leads to
calibration problems — that is going to happen with aging units.””” Masterson also noted that election
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officials have become familiar with this issue and have learned to pull machines
out of service and recalibrate them when it happens.” In the past two federal
elections, news outlets documented calibration errors in Colorado, Illinois,
Maryland, Nevada, North Carolina, Ohio, Pennsylvania, Texas, and Virginia.””

Memory cards, used to transfer critical election data, including results, are
susceptible to more errors as they age, regardless of type of voting system. Maggie
Toulouse Oliver, the county clerk in Bernalillo County, New Mexico, told us
how scanners her county purchased in 2006 saw increasing problems as they
reached the seven-year mark. “As the machines got older, they had more and more
functionality issues. In particular there was a high failure rate for memory cards.
It got so bad that we had to replace one-third of machines in every election.”® Of

course, taking one in three machines out of service in an election can create many

problems, including long lines, and a loss of public confidence in the technology. /¢ €quipment

Because of issues such as these, New Mexico spent $12 million in 2014 on new /S 9019 (o start

machines for the entire state.®! breaking down. |

feel like I'm driving

To avoid catastrophe on Election Day, elections officials must replace memory ~ &0U101n a 10-year

cards on a regular basis. Ken Terry, director of the Allen County, Ohio Board ~ ©/7Ford Jaurus

of Elections, said that his voting machines use memory cards that are both and it's fine and it's

antiquated and expensive. “[Our machines] use PCMCIA cards — these cards 96119 1he job done,
[...] cost $100 each to replace and they can only store 512 kilobytes.”®* Other . .
officials told us that they have had trouble finding PCMCIA cards for their ~ 9%/5/1S 10t gong o

machines.® The $100 price of PCMCIA cards is exorbitant by today’s standards. /@K€ UP-”
— Lori Edwards,

but one of these

Today’s memory storage devices are drastically cheaper: A 16 gigabyte USB drive

costs $7 or $8 and provides roughly 30,000 times the memory as a 512 kilobyte 0/« County (Florida)
PCMCIA card. Supervisor of
Elections

As systems age, the commercially produced parts that support them, like memory
storage devices, printer ribbons, and modems for transmitting election results, go
out of production. Several election officials told us they have used eBay to find
these parts.®* Mark Earley, voting systems manager in Leon County, Florida, told
us his old voting system used an analog modem that he could only find on eBay.
“The biggest problem was finding modems for our old machines. I had to buy
a modem model called the Zoom Pocket Modem on eBay because they weren't
available elsewhere.”® Earley told us that the Zoom Pocket Modem can transmit

data at just kilobytes per second, making it utterly obsolete by today’s standards.®

Ken Terry, from Allen County, Ohio, told us that he feels like he is living in a
technological time warp. When he ordered “Zip Disks” for his central tabulator,
the package included literature that was more than a decade old. “When we
purchased new Zip Disks in 2012, they had a coupon in the package that expired
in 1999.7%
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“Our voting
equipment is old and
past its usefulness.
We're getting by with
Band-Aids.”

— Tom Hicks, U.S.
Election Assistance
Commission

2. Running Systems on Outdated Software

Election officials in California, Georgia, Michigan, Minnesota, Ohio, and
Washington told us they use voting systems that rely on outdated software.®
As time passes, software that is out of date today will only get older, and the
hardware designed to work with it scarcer. Jeremy Epstein of SRI International
notes that this can be a huge problem, as jurisdictions cannot replace critical
hardware that is failing because their software will not run on it. Moreover, “from
a security perspective, old software is riskier, because new methods of attack are

constantly being developed, and older software is likely to be vulnerable.”®

Ryan Macias, voting system analyst at the California Secretary of State’s Office,
said voting systems using outdated software are common in his state. “Almost
all California jurisdictions are using Windows XP or earlier. We even have
jurisdictions that are still on Windows 2000 — being able to purchase a server
or getting licenses for commercial-off-the-shelf (COTS) hardware that works
in conjunction with those operating systems is diflicult or impossible, and the

supplies are running thin.”

Sherry Poland, director of elections in Hamilton County, Ohio, built a war
chest of obsolete hardware to keep her system running. “There is a point where

you cannot purchase computers that will run on the outdated operating system
[...] We have stockpiled older PCs that will run on Windows XP. We need

backups so we can maintain the current system through 2018.”%!

Georgia developed a long-term strategy to maintain its system, which depends
on Windows 2000. Merle King, the director of the Center for Election Systems,
told us Georgia hired a contractor to custom design hardware that will work
with Windows 2000. “In Georgia, we looked at the issues running Windows
2000 Service Pack 4 and we contracted with a company to custom build a
server for us — we have about 170 of these servers. We would order them in
blocks of 40 or 80 units so that we could continue to run the Windows 2000

operating systems that we use to run our election management system.””*

3. Difficulty Finding Replacement Parts When Machine Models Have

Been Discontinued

The problem of maintaining machines is particularly challenging (and
worrying) in the many jurisdictions that use machine models that are no longer
produced. Using data provided by Verified Voting and information gathered
from interviews with voting machine vendors, the Brennan Center estimates
that 43 states and the District of Columbia are using voting machines that are
no longer manufactured.”® While some states like Georgia and South Carolina
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use one discontinued model for the entire state, others states, such as Virginia and North Carolina, are
home to jurisdictions using several different models.”* Multiple election officials using such machines
told us of difhiculties they have finding replacement parts. Others expressed fears about how much
longer they will be able to find parts and technicians.” As Virginia Elections Commissioner Edgardo

Cortes put it, “finding replacement parts for some of the old machines is not even possible.”

States Using Primary Polling Place Machines That Are No Longer Manufactured

Machines Currently Manufactured

. Entire State Using One Model No Longer
Manufactured

. Jurisdictions Using One or More Models No
Longer Manufactured

Local elections officials echoed Cortes. Brad Nelson, the head of elections in Pima County, Arizona,
told us he replaced his machines because parts became difficult to find. “The equipment was becoming
undependable on a level of maintenance. We had a system that was beginning to fail, but there were
no parts to keep it running.””’

Local election officials using discontinued machines are uncertain how long they can keep their
systems running. Marion County, Indiana, purchased its optical scan machines in 2002. Brienne
Delaney, the director of elections, worries spare parts for her scanners will be unavailable. “Our
concern is that in the future we won’t be able to maintain [the machines] at all, that the replacement

parts will become obsolete.””®

Officials in Rhode Island also stated that finding parts for aging machines is difficult. When testifying
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before the Rhode Island House, Robert Kando, executive director of the Rhode Island Board of
Elections, said parts for his nearly 20-year-old precinct-count optical scan units (PCOS) were hard to
find. Kando told the Rhode Island House Committee on Oversight the machine parts were becoming
difficult to find and the machines were experiencing more problems, like paper jams, when scanning
longer ballots.”

How can election officials make sure they will have enough parts to keep their machines running?
Some officials told us they are hoarding scarce parts so they do not run out of supplies. Neal Kelley, the
registrar of voters in Orange County, California, said there is a finite supply of available machine parts
for his voting system. “What I have been doing is gobble up as many parts as I can. [...] There are all
kinds of moving parts in the printer that are not being supported anymore. Right now we are relying
on the back stock of inventory.”'*

But the inventory of parts cannot last forever. Howard Cramer, executive vice president for government
affairs at Dominion Voting, said for some machines the only parts available are those in other machines.
“In many cases, the only way to get parts for some products is by parting out other similar products.
For instance, a county will upgrade to a new system and sell the old machines — a vendor might buy
that inventory, take the devices apart, inventory those used parts, and use them in a support role.”!

C. Lack of Funding for New Equipment

As already discussed, with billions of dollars in federal funding from HAVA, Congress fundamentally
changed the market for voting machines. It did so without much thought as to who would make
future payments. The next bill is now coming due. The Brennan Center estimates it could cost well
over $1 billion to replace all of the voting machines that should be replaced in the next few years.'”? In
fact, as Merle King noted, this is probably a conservative estimate. “Because of the interconnectivity
between the voting [machine] and other election systems, replacing a voting [machine] will require
replacement of incompatible [...] systems.” As an example, he noted that replacing a DRE system that
uses ePollBooks to activate voter access cards “will require the replacement of the ePollBook system,

which may in turn require modification of the voter registration system.”'%

While some jurisdictions will have remaining HAVA money to purchase new machines, most will
not have nearly enough. As of September 2013, 34 states had less than 20 percent of their HAVA
disbursements remaining, and 24 states had less than 10 percent.'® Even in some states that have more
HAVA funds, those funds are often already earmarked for ongoing maintenance and operating costs.'"

Meanwhile, many state legislators and county bodies responsible for funding new equipment do not
appear to see the looming crisis as a matter of great urgency, and have rejected the idea that they should
be responsible for the increased costs associated with greater maintenance and new purchases. In fact,
while nearly every state and county election office looking to purchase machines will need an infusion of
cash, many state agencies have instead seen their budgets cut or raised concerns about future funding.'*

On the EAC blog, Commissioner Matt Masterson wrote that too many local election officials cannot
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convince their elected officials to appropriate the funds for new machines. “At a recent Election Center
conference, a Florida election official asked [...] ‘How can you help us train our funders?” Masterson wrote.
“She pointed out that one funder suggested that the only way they could draw attention to the voting
equipment issue in order to get funding was to have something go wrong during an election.”'"’

William Anthony, director of elections in Franklin County, Ohio, characterized the problem succinctly:
“The problem is money. Until we figure out how to pay for new machines, the problem will always be
money.”'% As of September 2013, Ohio had $3.6 million in HAVA funds remaining, just 2.5 percent of the
$143 million it received.'” EAC Chair Christy McCormick echoed this: “The funding is a problem — there

is no question about that.”"

Over the past few years many states slashed election budgets. These cuts leave election agencies on their own
to pay for new voting systems. Election officials from 22 states told us they do not know how they will pay
for new machines.""" Since 2011, the Ohio Secretary of State’s Office saw its staff reduced by more than 20
percent.'? Lawmakers in Virginia made drastic cuts to the State Department of Election’s budget, leading to
a 10 percent reduction in staff during the last fiscal year.'”® Counties have also faced budget cuts. Ken Terry,
Director of the Allen County, Ohio Board of Elections told us that cuts to the state budget have trickled
down to his office. “In Ohio, in addition to all the budget problems that everyone is having at the local level,
the state government cut local government budgets, which has made the problem even worse.”*

States with Jurisdictions That Report Looking for New Machines
Unfortunately, many state and local policymakers — who never before had to provide significant

. No Jurisdiction Reported Looking For New
Machines

' At Least One Jurisdiction Replacing Machines,
Less Than 100,000 Registered Voters

. At Least One Jurisdiction Replacing Machines,
100,000 or More Registered Voters

. Statewide Law or Initiative to Replace Machines
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“We don'’t ask the
fire department to
wait until the truck
breaks down before
they can ask for a
new vehicle. We
need to think about
a replacement cycle
for machines.”

— Edgardo Cortes,
Virginia Elections
Commissioner

funding for voting machines, and who have other competing needs to address
— have not accepted the new reality. Edgardo Cortes of Virginia noted that
many legislators treat elections differently than they would nearly any other
government function: “We don’t ask the fire department to wait until the truck
breaks down before they can ask for a new vehicle. We need to think about a

replacement cycle for machines.”""

Virginia provides a recent example of how difficult it can be to convince
policymakers they need to invest in new equipment. In December 2014, Gov.
Terry McAuliffe proposed that Virginia spend $28 million to replace aging
voting machines. When McAuliffe, a Democrat, announced the proposal, GOP
Rep. Scott Rigell was by his side.''® Despite the bipartisan announcement,
Virginia lawmakers stripped the funding for new machines from the budget.'”
The spokesperson for Speaker William J. Howell told the Daily Press that paying

for new machines was a “local prerogative.”''®

As states adopt different policies, there will be a division between those states that
fund new systems and those that continue to use aging machines. Furthermore,
within the states that will not provide money for new machines, only some
counties will have the funds to purchase them. As Cortes said, “In Virginia,
you can already see what will happen if the state doesn’t provide money for new
machines. Loudon and Fairfax counties — two of the largest and wealthiest
in the state — have bought new equipment. Smaller, poorer, and more rural

counties around the state are going to have a tough time.”'"

A preliminary analysis by the Brennan Center supports Cortes’s contention.
In Virginia, prior to the decertification of the WinVote machine in April 2015
(which forced many counties — rich and poor — to purchase or lease new
equipment), the median income of the 16 election jurisdictions that had recently
replaced aging equipment was $69,800. By contrast, the median income of the
remaining election jurisdictions that had not made purchases was $50,100.'%
Using data provided by Verified Voting and other sources, we found a similar

pattern in other states.'?!

Voting machines are just one of many infrastructure needs for cash-strapped
municipalities. “For some counties, they are concerned about the expense of
buying new machines, especially counties with fewer resources that have other
priorities on their list,” Michael Belarmino, associate legislative director at
the National Association of Counties (NACO) told us. “There are competing
interests when it comes to who or what priorities get funding. I think that the
revenue side is also adding some of the pressure, from the county perspective,

really there are some that are still trying to dig back out after the recession.”*
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Voting Machines and the Future of Accessibility

One of the promises of HAVA when it was passed was that voting machines throughout
the country would be “accessible for individuals with disabilities, including nonvisual
accessibility for the blind and visually impaired, in a manner that provides the same
opportunity for access and participation (including privacy and independence) as for other
voters” as required by the new law.'?® While there is no question the new requirements made
it easier for many voters with disabilities to vote privately and independently for the first
time, in many respects the new equipment failed to live up to expectations. Diane Golden,
an expert on assistive technology, wrote that there is substantial evidence that “voters with
disabilities have significant difficulty using [these] accessible voting systems.”'?*

Part of the reason HAVA-era systems are not as simple to use as many had hoped is accessible
features were “an afterthought” for previously designed systems, according to Whitney
Quesenbery, one of the authors of the Roadmap for Usability and Accessibility of Next
Generation Elections (the “Roadmap”) and co-director of the Center for Civic Design.'®

States and counties looking to purchase new equipment have an opportunity to correct
for this, and to take advantage of the dramatic improvements in assistive technology,'*
by purchasing machines that have been designed from the start with accessibility as a
consideration. As the authors of the Roadmap note, “voting systems that are designed with
accessibility and usability practices in mind have the potential to greatly benefit voters with
and without disabilities.” In particular, the authors stress, “creating a single system to be
used by all voters ensures that accessibility options are available to all who may need them,

even if they do not identify as having a disability.”'*
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Il. THE PROMISE: WHAT COULD BE

Technology has changed dramatically in the last decade. EAC commissioner Matt Masterson noted
that most voting machines in use today predate the first iPhone by three years.!”® More to the point,
as noted by Dana Chisnell, director of the Center for Civic Design and a visiting scientist at MIT, the
technology in voting machines is even older than their age would suggest. While jurisdictions “bought

»129

these systems 10, 12, or 15 years ago [...] they were designed and engineered in the 1990s.

Old technology is not only dangerous because it can fail. Older machines will often contain security
and accessibility flaws that are no longer acceptable. Just as importantly, because this older technology
does not reflect voters’ experience with technology in daily life, it can lead to an erosion of confidence
in the system. Chisnell noted, “effectively, [the machines in use today] are PCs built with components,
including storage and memory, that were designed for a very different world that had fewer security
concerns and weaker engineering, in general. In addition, user interfaces were designed without
the benefit of everything we knew in the private sector by 2000 about how people interact with

computers.”'?

Ask election officials what they would like in new machines, and you do not get a single answer. But
important themes emerge.

Many officials would like to use systems that employ commercial-off-the-shelf (COTS) hardware —
such as an iPad or Android tablet — as a “digital ballot-marking device.”"*" Voters could combine
these touch screen products with COTS printers that produce a paper ballot for the voter to review.
The voter could then submit this “paper ballot” into a scanner, which both tabulates ballots and stores
an image of the ballot.

Such a system would have many advantages. First, commercial tablets and printers are far cheaper than
current voting machines.'”* Mass-produced commercial products can be easily and cheaply replaced.
Election officials and voters would have the added benefit of paper records to verify vote totals, without
the expense of specially printed paper.

This type of voting system could offer increased flexibility to election officials. Voting on a tablet
would make it easier to implement changes to election law at minimal cost. Tablets could easily
provide the multiple ballot styles required by vote centers, and could accommodate early voting and
ranked choice voting.

Election officials, technologists, and vendors have floated the idea of “pre-voting,” where a voter could
download an application on their phone and pre-mark a ballot.’” The voter would then bring their
phone to the polling place and transfer the pre-marked ballot to the voting tablet. Conceivably, voters
could transfer pre-marked ballots by scanning a quick response (QR) code, much like an airline
e-ticket. Security experts caution that before implementing such technology, election officials must

make sure proper security measures are in place.'*
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New technologies can also make post-election auditing easier, cheaper, and more reliable. New
approaches to auditing, such as “risk-limiting audits,” can confirm election results at a high probability
by sampling just a few ballots.'® Risk-limiting audits require systems to provide a link between paper
ballots and electronic ballot data, so that officials can compare a physical paper trail with the electronic
count, all while protecting voter anonymity. Counties in Colorado and California are already piloting
risk-limiting audits. Several vendors are offering systems that should make it much easier to compare
physical ballots to a cast vote record.'*

While mainstream voting machine vendors are doing much to improve new offerings, officials, working
with vendors, academics, and their voters, have driven some of the most promising innovation. Their
work offers some promise for American elections: the hope that better and less expensive voting
machines are in our future. Below we detail this work in several case studies.

A. Case Study: Los Angeles County, California

Los Angeles County is the largest jurisdiction in the country. It is home to roughly 5 million registered
voters that speak 12 languages. Elections in Los Angeles County require a Herculean effort. Each
election, the county distributes its ballots and vote casting system to more than 4,800 polling places
in an area twice the size of Rhode Island. In 2012, the county centrally counted 2.8 million ballots.™”
Amazingly enough, the system that tabulates all these ballots dates back to the late 1960s (though it was
retrofitted in 2003) and is approaching the end of its lifespan.'®®

Unlike most jurisdictions, the county has a significant balance of allocated HAVA dollars (and some
other state funds) to purchase new voting machines, because it never purchased a new system after
HAVA was passed. The county’s HAVA funds, combined with state bond funding allocated to replace
touch screen voting systems, totals nearly $70 million. When Dean Logan, head of elections in Los
Angeles County, looked at the voting systems on the market, he did not see a product that was a good
fit for his county. The machines on the market were not much different than those available a decade
ago. Instead of buying a vendor’s product, the county decided to develop its own system specifications
and design. Logan said, “We wanted to design a system around the voter’s experience, not around the
limitations of the market and the current regulatory environment.”'?

Logan uses the term “human-centered” to describe the county’s approach to modernized system
development and acquisition. Logan and his staff spent two years asking voters what they wanted to see
in a future voting system. Officials used this information to develop 14 guiding principles of a future
system, which will inform its design. The proposed design combines touch screen technology with a
human-readable and auditable paper ballot of record: Voters would use a touch screen ballotmarking
device to fill out a ballot, print it out, and then place it in a ballot box. The county intends to own the
new system, which will free it from the expensive maintenance contracts that vendors often bundle
with traditional voting systems.'*’

“To a certain extent, we are designing for a voting experience that is not fully defined in the regulatory
environment or elections code,” Logan said. Officials in Los Angeles are considering new services,
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“We wanted to
design a system
around the voter’s
experience, not
around the limitations
of the market and the
current regulatory
environment.”

— Dean Logan, Los
Angeles County
Registrar-Recorder/
County Clerk

like an interactive sample ballot that voters can scan into a machine and start
the voting process with their choices already pre-selected to expedite the voting
experience, if desired. Logan told us that the new system will also make it easier
to conduct risk-limiting audits, a type of post-election audit that is more accurate
and efficient than those that are currently conducted in most of the country.
Most importantly, county officials hope to design a system that is flexible, so it
can adapt easily to changes in election laws or procedures.'*!

Before Logan could go ahead with his project, he needed to change state law.
When Los Angeles originally conceived the project, California law required that
voting systems be federally certified before they could be purchased using HAVA
and state bond funding — and there were no available funds for research and
development.'* This meant it was impossible for the county to invest in creating
a new system that, by definition, could not be certified because it didn’t yet exist.
But in 2013, California Gov. Jerry Brown signed a law separating California
from the federal certification process. This gave Logan and Los Angeles County
the authority needed to leverage funding for research and development — and
the possibility of piloting components of a new voting system.'%

Currently, Logan is working with the design consulting firm IDEO to develop
the specifications for an electronic ballot marking device and associated
components of a comprehensive, modernized voting system. Next, the county
will move forward with a contract to manufacture the device. On the software
side, Logan envisions the system relying on open-source software, which will
be maintained in-house at the registrar’s office. Fortunately, Logan’s office has
a robust IT department that maintains the county’s existing vote tabulation

system, and will maintain the county’s next system.'*

Logan believes the project has the potential to change the voting equipment
marketplace for the better. “The design approach we are taking should result in
lower cost voting systems and market expansion. I think it has the ability to move
the regulatory environment and the market to a more competitive landscape that

could allow jurisdictions to replace systems at a lower cost than in the past.”'¥

Logan plans to begin implementing the system in 2017, and achieve a complete
turnover of equipment by the 2020 election cycle. Across the country, election
officials told us they are watching this project closely, and are excited to see
what Logan and his team develop. “Our goal is not to just meet the needs of
Los Angeles County, but to offer our data and research as a set of information
that can be used by any jurisdiction that is looking at modernizing their voting
system,” Logan said.'%
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B. Case Study: Travis County, Texas

Dana DeBeauvoir, the clerk for Travis County, Texas, knew her voting machines were approaching the end
of their life. Travis County purchased machines 16 years ago.'”” In 2009, DeBeauvoir assembled a group of
local political leaders, elections experts, cryptographers, and computer scientists to talk about replacing the
machines. The 45-member advisory group, called the Elections Study Group (ESG), recommended that
Travis County replace its system after the 2012 presidential election. The ESG also recommended the system
produce a paper trail.'*

DeBeauvoir looked at the systems on the market and was not impressed by their security capabilities. Instead
of purchasing a vendor’s system, DeBeauvoir enlisted a group of experts to design the county’s own system.
What they developed is called “STAR-Vote” — Secure, Transparent, Auditable, and Reliable. “My main
concern is that we build a system that has security built into it from the bottom floor, not something that
was added on to a completed system, which is how the current systems are designed,” DeBeauvour said.'*’

A voter using the STAR-Vote system will fill out an electronic ballot on a commercial-off-the-shelf (COTYS)
tablet device running open-source software, confirm their selections on a printed paper receipt,
and then feed the ballot into a scanner. The system will provide the voter with a tangible receipt to
confirm the machine recorded their choices correctly. Once home, voters use their receipt to log into a
website and confirm their ballot was cast and counted — a testament to the system’s transparency and

auditability.”® DeBeauvoir also wants the system to perform risk-limiting audits.""

DeBeauvoir now has $2 million in her budget to fund STAR-Vote. Travis County estimates the
STAR-Vote system will cost about $8 million, about $6 million less than a vendor-designed system.
Software development will account for most of the cost, approximately $5.5 million. Hardware and
implementation will account for the rest. The COTS hardware will be considerably less expensive than
the proprietary hardware sold by vendors. And since STAR-Vote will be publicly owned, DeBeauvoir
believes she will be in a better position to negotiate with vendors for ongoing maintenance. If the
county owns the hardware, it will be able to pick and choose the right vendor through a competitive
bidding process.'>?

DeBeauvoir recently started the procurement process. “We made a strategic decision to release the
document as an RFI (Request for Information), instead of an RFP (Request for Proposal), because it
needs a little more time for discussion and development.” RFIs are generally issued by a jurisdiction
that has an idea of what they want, but wants to canvass the marketplace to see what is available. Travis
County officials will use the information gathered through the RFI process to design a more specific
RFP. DeBeauvoir hopes the project will change the expectations for vendor-client relationships. “I'm
hoping that what the marketplace gives us will involve a new collaboration. I don’t want the vendors
in the market to come up with a solution. I am hoping that it will be a collaboration such that we have

never seen before, it may involve vendors, it may not.”">?

As the owner of the system, Travis County could share it with other jurisdictions — an exciting prospect
that could redefine possibilities for local governments. Officials in Travis County are considering models
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for sharing the system. TechShare, a program run by the Texas Conference of Urban Counties, facilitates
technology sharing between the Texas county courts. A similar project could be undertaken for STAR-
Vote. Michael Winn, Travis County director of elections, said: “I think a professional organization
could act as a clearinghouse and help streamline the process. This way you have buy-in from other

election officials and other professional organizations.”"**

If all goes according to plan, DeBeauvoir and her staff will have the system in place for the 2018 general
election, although it may not be ready until 2020. Regardless of the timeline, quality is the first priority.
“The most important thing for us is to have something that is well thought out and is good for the
future of the field,” Winn said. “I think we have only scratched the surface. We are new to this game.
Other counties in other states can put their heads together and come up with better systems that can

benefit all jurisdictions.”'

C. Case Study: Denver, Colorado

About four years ago, Denver decided to design and implement a new voting system. Denver officials,
likes those in Los Angeles and Travis County, did not see the right product on the market. Instead of
developing their own voting system, Denver teamed up with their vendor — Dominion — to tailor a

new system to meet the needs of voters, a new voting model, and administrators.'>

Denver, like Los Angeles, wanted the system to be designed around the voter. Amber McReynolds,
Denver’s director of elections stated: “Our approach has always considered the voter’s experience
first. We believe that designing a solution that puts the voter first will inherently bring operational
efliciencies, cost savings, transparency, and accountability. This approach has proven to be effective with

other innovative solutions that we have implemented in Denver.”"””

In Denver, about 95 percent of voters cast ballots by mail. Any system the city purchased would need to
count hundreds of thousands of paper ballots. Denver’s new system uses a high-speed COTS scanner to
centrally count all ballots, including those cast on Election Day. For the 5 percent of voters that choose
to cast an in-person ballot, the city provides voter service and polling centers. In-person voters make
selections on a tablet device and then print their selections on a COTS printer. The system also allows
disabled voters to bring their personalized accessibility devices to a voter service and polling center,
which can be connected to a tablet using a Bluetooth connection.®

The hardware used in the new system is cheaper than other systems because all the parts are COTS.
The scanners, which are produced by Canon, cost just a quarter of proprietary units. If a tablet breaks,
it will cost the city only about $400 to $500 to replace. This is significantly cheaper than replacing a
$1,000 screen on a direct-recording electronic (DRE) unit or the entire DRE unit, which could cost
as much as $5,000. COTS devices offer other advantages, including more accessible support, cost-

effective maintenance, and user-friendly interfaces.'”

The system offers new features for auditing election results and confirming voter intent. The Canon
scanners have the ability to print a unique number on each ballot, which cannot be tied to the voter.
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This makes performing a risk-limiting audit easy, since each paper ballot can be
compared to both a cast vote record and a digital ballot image. Denver ofhicials
also use the digital ballot images to confirm voter intent. If a voter marks a ballot
incorrectly, the ballot image is digitally transferred to a bipartisan adjudication

panel that makes a decision as to the voter’s intent.'®

Denver tested the new system during the spring municipal election, and will
continue to test it in the November 2015 coordinated election in preparation
for the 2016 presidential race. While the central Dominion system has been

federally certified, the tablet portion is in testing now.'!

D. Case Study: Evidence-Based Elections and Risk-Limiting Audits

Philip Stark, a professor of statistics at the University of California at Berkeley,
is interested in the accuracy and security of elections. Stark has a central
idea: Local election officials should be able to give affirmative evidence that
the reported election result is correct. How can election officials collect the
evidence needed to prove that election results are accurate? Stark said it is
simple. “You need an audit trail and right now that means paper. You also
need evidence that the audit trail was curated well, until the time someone

could review it. And then you need to audit enough of it to ensure that the

announced outcomes are correct.” ' “My main concern

is that we build a

In 2012, Stark and a Berkeley colleague and computer scientist, David Wagner, system that has

.. . g . 163 . . -
wrote a paper outlining the concept, Evidence-Based Elections.'®® For an election security built into

to be evidence-based, the voting system must be software-independent. For . 0 1 o0

a system to be software-independent, an undetected change or error in the 4 -, something

> . .
system’s software cannot lead to an undetected change or error in election ;. oo o ived on 1o

164 . . .
results.'® One common way to meet this requirement is to have voters mark completed system,

a paper ballot or have machines produce a voter-verified paper record. which is how the

current systems are

Evidence-based elections also require that election workers follow security designed.”

procedures and document their compliance. Election workers must document 1, popeqivoir

that election machines and paper records are properly secured from start to 7., County, Texas,

finish on Election Day. Stark stated: “You can't retroactively go back and check
chain of custody logs if there were none. [...] That kind of physical chain of

custody and security, it doesn’t require a capital expense, it only requires the

implementation of procedures.”’®
p p

The next step is using the secure paper records to audit the election results.
Stark developed an efficient and accurate technique for auditing election
results that he calls a risk-limiting audit. Risk-limiting audits confirm election
results at a high probability by drawing a random sample of ballots from the
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pool of cast votes. In the case of a decisive contest, election workers can audit a small sample of
ballots, while a close race will require auditing a comparatively larger sample to confirm the winner.'%

But to make a risk-limiting audit possible, there must be a tangible record for each ballot. And to
make a risk-limiting audit efficient, there must be a way to compare the physical ballot with the
machine’s cast vote record — essentially a spreadsheet exported from the voting system that shows
the system’s interpretation of the voters’ choices on each physical ballot. By manually comparing a
selection of paper ballots with the cast vote record, election workers can confirm that machines are
recording and tabulating votes accurately. Election officials performing risk-limiting audits must

accomplish all of this while maintaining voter anonymity.'*’

Stark has worked with more than 20 California counties to conduct risk-limiting audits. He created
an online tool to make it easier for counties to conduct risk-limiting audits on their own. “I built
tools to try and make auditing easier for election officials, so they don’t have to do any of the
arithmetic. If you are trying to select ballots to audit at random, the tool helps you select them, and
then, based on what the audit shows, it tells you whether you looked at enough ballots to confirm

the results.”1¢8

Stark’s work gained the support of state and federal governments. In 2009, Colorado passed a
law requiring risk-limiting audits beginning in 2014, though implementation was subsequently

0

postponed to 2017.' In 2010, California passed a measure'’ establishing a pilot program for

counties to conduct risk-limiting audits, and in 2013 it passed another'”!

requiring risk-limiting
audits as a condition for use of some voting systems. In 2011, the EAC granted California and

Colorado $230,000 each to fund pilots of risk-limiting audits.'”*

Evidence-based systems could also reduce the need for some of the expensive and time consuming
parts of certification testing, like source-code review. This change could help machines make it onto
the market faster. “I think [evidence-based elections] would greatly reduce the time and expense
required for certification. For one, I don’t think you need the source code review for the purpose of
ensuring tabulation accuracy,” Stark said.'”?

Evidence-based elections, and risk-limiting audits, are growing in popularity. Stark said election officials
like risk-limiting audits because they are efficient and accurate. “There are lots of election officials who
like the idea of a risk-limiting audit, because it gives them more scientific information as to whether

they are getting it right, and it may be cheaper than audits currently required by state law.”'7*

The idea appears to be spreading. Officials in Arapahoe (with the help of Stark, Harri Hursti, a
computer programmer and security expert, and Maggie MacAlpine, an advisor on post-election audits)
and Boulder counties in Colorado and Cuyahoga County, Ohio, conducted their own risk-limiting
audits.'” Forward-thinking election officials, like those in Travis County, Los Angeles, and Denver, are
designing systems to allow for evidence-based review of counting accuracy.'”®
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Ill. RECOMMENDATIONS

The key challenge facing American elections as voting machines reach the end of their lifespans is
that, in too many instances, no level of government believes it should be responsible for maintaining
or replacing them. The Brennan Center estimates the cost of replacing aging equipment could easily
exceed $1 billion. Someone must come up with the money.

As already discussed, in many ways, Congress is responsible for this problem. By mandating new
equipment and providing hundreds of millions of dollars to upgrade American voting technology
through the Help America Vote Act in 2002, Congress committed the United States to a more
sophisticated infrastructure that has many benefits for voters, but that also brings with it an ongoing
financial commitment that did not exist in the days of lever machines and punch card ballots. Congress
made the down payment, but has shown no inclination to provide additional support more than a
decade later, and few expect this to change anytime soon.

Meanwhile, many state and local governments have refused to accept this new financial responsibility.
There are steps that federal, state, and local officials can take to lower costs or shift them. But ultimately,
there is no avoiding the fact that running elections is a necessary government expense. We must find a
way to pay for them.

Finding money is not the only step that policymakers should consider, however. Below, we detail several
recommendations that result from our study of voting technology and the market for voting machines.
First, for those jurisdictions that need new equipment but will not get the funding to buy it as soon
as they would like (a disturbingly high number, if our interviews are any indication of what the future
holds), what steps can be taken to minimize the potential damage? Second, as jurisdictions do buy new
machines, what can be done to lower expenses in the next few years, and ensure the long-term needs
of voters are met?

A. Precautionary Steps for Jurisdictions That Cannot Purchase New Machines

It is clear that some jurisdictions in need of new machines will not be able to purchase them in the
next few years. For many that would have liked to have purchased new machines before 2016, it is now
probably too late to do so.

For these localities, proper storage, preventative maintenance, and pre-and post-election testing will be
critical. Making sure election officials are immediately notified of any potential problems with these
systems is essential as well. The newly reconstituted EAC, in particular, has a critical role to play in
ensuring that jurisdictions with antiquated equipment use it in a way that minimizes the chances of
problems in the 2016 election and beyond.

Ultimately, if a jurisdiction needs new machines, these precautionary recommendations can only serve

as a stopgap, and are certainly no guarantee that problems will be avoided. But if extra precautions are
not taken, what is already an extremely worrying situation may be far worse.
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1. Proper Storage, Preventative Maintenance, and Testing

We are hopeful the EAC will work with voting machine vendors as well as state and local election
officials (and their constituent organizations) to continually update and share detailed best practices
for extending the life of voting machines and ensure that jurisdictions catch and plan for the biggest
problems. The EAC just covered this subject in its publication, “10 Things to Know About Managing
Aging Voting Systems.” This was the first public guidance from the agency on the topic in 10 years. The
new publication provides a much needed update, but many jurisdictions will benefit from more detailed
guidance from the agency and its staff in the coming months and years."”” Below are some critical steps
all jurisdictions, but particularly those with antiquated equipment, should ensure they adopt.

* Store and transport machines correctly. Several technology experts noted that the proper
storage of machines goes a long way toward ensuring reliability. Moist storage conditions
can cause machine parts to corrode.'”® Warehouse floods and fires damaged, or destroyed,
machines in several jurisdictions."”” The right storage conditions can extend the life of a
voting machine. Counties and states should explore whether they are storing machines
in facilities that will maximize their lifespan and, particularly for those that are unable or
unwilling to purchase new equipment, make the necessary investment to ensure machines
are stored correctly. We are encouraged to see guidance for the storage of voting equipment
in the EAC’s recent publication, “10 Things to Know About Managing Voting Systems.”
Election officials will benefit from more publications like this, with greater detail on the

best practices for storing and transporting voting equipment.'®

* Adopt best practices for machine maintenance. Preventative maintenance, where
technicians inspect machines and replace aging parts, reduces the likelihood of a machine
failure. If local election officials do not perform adequate maintenance between election
cycles, machines are more likely to break down. Some states, like Ohio, issue memorandums
and directives for machine maintenance, but many do not."®' More detailed guidance

from the EAC could go a long way toward avoiding failures on Election Day.'®

* Ensure better pre-election machine testing. EAC Commissioner Matt Masterson noted
that those election officials who are struggling with older equipment need to identify
and see performance issues.'® That means, among other things, conducting pre-election
testing on every voting machine just before Election Day to catch problems ahead of time.
The EAC’s most recent direction on pre-election testing can be found in a document
that was created in 2010, and it provides little guidance for how best to conduct such
tests.’® During these tests, election officials vote different combinations of ballots on
the machine to see whether the machine is operating and recording votes correctly.

John Washburn, a software testing expert who has testified before the EAC and Congress
on pre-election testing, among other subjects, has provided trainings to election officials
for how they should conduct tests. Washburn said all too often, election officials see this
testing as something to “get through” rather than to identify any defects."® His “Five
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Simple Rules for Testing Your Voting Machinery” should be required reading for election
officials using electronic voting machines.'*¢ Among other things, Washburn noted, election
officials should make sure they are: testing their machines in “election mode” (as opposed
to “test mode” which some machines offer); testing in a way that looks for programming
defects, as opposed to what a “normal” vote might look like; actually running the tests
on all machines before using them; and ignoring the pressure to simply add an illegal
software patch when a problem is found, as opposed to immediately reporting the
problem to the secretary of state, EAC, and vendor, and working to uncover the source
of the problem."¥’

Create contingency plans and update poll worker training for system failures and
other emergencies. While preventative maintenance and pre-election testing are critical,
more failures as machines age — ranging from paper jams and flipped votes to freezes
and shut downs — are inevitable. Preparation for these failures is critical. As Pam Smith,
president of Verified Voting noted, “Well implemented emergency procedures can
make the difference between a jurisdiction that’s all over the news as an epic fail, or a
jurisdiction that had a few issues that were resolved, and everyone got to vote.”'® The
EAC recently issued “6 Tips for Contingency and Disaster Planning,” which should be
of value to election officials as they consider how to prepare for technological failures and
other emergencies.'®

Election officials with older systems, in particular, should identify past voting system
failures and assume they may see more of these in 2016. Poll worker training will be
crucial in ensuring problems are dealt with appropriately. A recent National Science
Foundation-funded report authored by the Center for Civic Design suggests creating
useful checklists for the most important tasks, and emphasizing their importance during
training, can help ensure key procedures are correctly followed.'

Machine failures are particularly problematic in the 22 states that have jurisdictions that
use DREs (as opposed to paper ballots and optical scanners) as the standard polling
place equipment.”! As a 2012 report by Common Cause, Verified Voting, and Rutgers
School of Law’s Constitutional Litigation Clinic noted, “if these machines break, or fail
to start up, voters may have to wait in long lines while election workers scramble to repair
them.”"? This is in contrast to polling places that use optical scan machines, where voters
can fill out paper ballots even if machines are not functioning, and the ballots can be read
after the scanners are replaced or fixed.
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States Where DREs Are Used as Standard Polling Place Equipment

The 2012 report by Common Cause, Verified Voting, and Rutgers also makes four
recommendations in the event of DRE failure: (1) have contingency plans in place for
immediate repair or replacement in the event machines fail to start up or break down in
the middle of the voting day; (2) have emergency paper ballots available at every voting
place; (3) allow emergency paper ballots to be deployed when any machine malfunctions
(to prevent long lines that may occur when less than the full number of machines are
operating), or because there are not enough machines to support the number of voters in
the polling place at a particular time; and (4) treat emergency ballots as regular ballots, not
subject to additional scrutiny that could result in them not being counted.' The report
concluded that only three states — California, Indiana, and Ohio — had state mandated
requirements that satisfied all or most of these recommendations.'*

* Update procedures for post-election audits and ballot reconciliation, where
possible. While pre-election testing, proper storage, and preventative maintenance can
avert machine problems, catching miscounts of votes after the fact and correcting them
is better than missing these problems altogether. The 2012 report by Common Cause,
Verified Voting, and Rutgers found 38 states had auditing procedures in place that were
either “inadequate” or “[needed] improvement.”"”> The same report found 16 states used

voting systems that did not produce the paper records needed to audit election results.'”
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A lot has been learned about auditing in recent years. Even though the EAC published
some guidance for post-election auditing, as recently as 2010, election officials could
benefit from updating these lessons.'”’

New approaches to auditing have the potential to increase the public’s confidence in
the accuracy of election results. Risk-limiting audits allow election officials to confirm
election results are correct at a high-probability, while utilizing resources efliciently.'”®
This process requires a voter-verified receipt or paper ballot. Vendors should design
machines so they include the features needed to perform risk-limiting audits. These
features should make it easy for election officials to compare actual paper ballots to the
machine’s cast vote record.

2. The EAC Should Do More to Notify Election Officials About Machine Problems

In the last few years, the EAC has taken several steps to make information about voting system
malfunctions publicly available, particularly for EAC-certified voting systems. But many of the
systems that are reaching the end of their lifespans are not EAC certified.”” While election ofhicials
we interviewed generally expressed appreciation for the efforts the EAC has taken to provide them
with information when problems occur, we heard complaints that more can be done.

* First, several election officials we interviewed said they would like to see more reporting of
problems with non-federally certified voting systems.”*® A database of machine problems
should include reports of issues with uncertified systems, and election officials should
be encouraged to provide such information. This data could be critical in preventing
the same kind of problem from occurring in multiple jurisdictions. It could also assist
election officials as they look to purchase new systems.

* Second, we heard complaints from election officials that there is too much of a time lag
between a reported failure to the EAC and a report of that failure by the EAC to election
officials.”®' We suggest that the EAC modify its procedures so it informs election officials
of voting system malfunctions as soon as they are reported, making clear that the report
is under investigation. This would allow the EAC itself to obtain more information on
the systems it investigates, as reported problems may also be experienced by multiple
jurisdictions (and those jurisdictions may have developed “workarounds” that manage
the problem but ultimately create other issues). Election officials complain that the
current procedure keeps administrators uninformed about potential problems with their

voting equipment until an investigation is complete.*"?
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B. Helping Jurisdictions Get the Best Products for Their Money

There is much that can be done at the federal, state, and local level to lower total costs to states and
counties that must buy new voting machines. We discuss some ideas that repeatedly came up in our
interviews with election officials, vendors, and technology experts.

1. Encourage Solutions That Are Driven By Election Officials and Their Voters

While most experts we spoke to agree there is little chance Congress will provide hundreds of millions
(or potentially billions) of dollars for new machines, targeted investments by the federal government
and state governments could have enormous benefits. Two or three more systems, designed directly
around the needs of specific states and counties, and developed using open-source software, could have
a transformative effect on the market.

Several election officials we spoke to are following the development of publicly owned systems in Los
Angeles and Travis County. William Anthony, director of the Board of Elections in Franklin County,
Ohio, stated, “I'm following LA, and I like what they are doing. I would like for us to do something

similar, I am going to watch it real closely and I think that it is on the cutting edge.”*®

Dawn Williams, director of elections at the Iowa Secretary of State’s Office, echoed Anthony: “I think that
LA’s project is really exciting. I expect that it is only large counties that can afford to develop their own
equipment, but all counties are going to benefit from it. They are going to raise the bar with what they are

doing. The fact that counties share among each other is fantastic. That is local government at its best.”***

If other jurisdictions reproduce projects like those being pursued by Los Angeles, Denver, or Travis
County, Texas, the market for voting equipment could be changed for the better. The EAC is well-
suited to encourage more non-proprietary systems that are developed around the needs of specific
jurisdictions. In 2010, the EAC announced a competitive grant program that provided $2 million
to spur innovation in pre-election logic and accuracy testing.”®> A similar grant program could spur
counties to develop more systems like those in Travis, Los Angeles, and Denver counties.

2. Streamline the Certification Process

Currently 47 of the 50 states rely on the EAC’s certification program in some way**

— underscoring
how critical the EAC’s role is in ensuring machines meet minimum quality standards. In the past, many
vendors, election officials, and advocates have argued the testing regime for machines takes too long,
is too expensive, and is a barrier to market entry. Certifying machines, this argument went, was an

especially burdensome process that could take years and cost millions.>””

The EAC has responded that many of the delays related to testing have been the fault of the manufacturers,
who submitted systems that were not ready for testing.?”® They point out that entire systems have been
certified in 6 to 8 months, and that recently the agency certified a minimal change to an existing voting
system in just 12 days.*” Despite these criticisms, the EAC is taking steps to avoid delay and expedite
the certification process.
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Even with these improvements, the EAC agrees more can be done to improve the testing process,

encourage more entrants into the market, and make the system more fair and efficient.?'

a. Completely Update the Federal Guidelines for Voting Machines

The EAC took an important step in adopting a new version of the federal voting machine standards —
the Voluntary Voting System Guidelines (VVSG) 1.1. Now that the EAC has commissioners, and the
Standards Board and Technical Guidelines Development Committee are coming back online, the EAC
should begin a careful and deliberate overhaul of the VVSG. Vendors and voting technology experts
told us the 2005 VVSG, while providing an important floor for the quality of voting equipment, made
innovation more difficult than necessary.?!' Future versions of the VVSG must balance the need for
quality assurance with the flexibility needed for technological innovation.

EAC Commissioner Matt Masterson thinks the next set of standards should allow for greater flexibility
in machine design. “I think that the next set of standards cannot function at the design level that the
previous set did, that is just not going to fly given where we are at with election technology,” he said.
“The next set of standards will have the flexibility you need for some of the innovation, but the part that
we are concerned about is making sure the rigor of the process remains the same.”*"

b. Reduce the Cost and Time Associated with Certification

Certifying a voting system can cost millions and vendors bear the costs.?'? Doug Kellner, commissioner
of the New York State Board of Elections, believes state and federal governments should pay for parts
of the testing process.*'*

Other experts want vendors to take on more of the responsibility for testing. Brian Hancock, director
of testing and certification at the EAC, believes vendors should perform some of the testing in-house.
When testifying before the PCEA, Hancock suggested that vendors assure the EAC that a system meets
certain specifications when it is submitted for certification. This assurance, called a “manufacturer’s

declaration of conformity,” should be enforceable and come with penalties if it is not met.*"

In 2000, the Federal Communications Commission (FCC) established a system that permitted
manufacturers to “self-certify” certain types of communications equipment. Prior to implementing this
program the FCC certification process could take between 60 and 100 days. Now, due to the FCC’s

Declaration of Conformity program, the testing process takes on average 35 days.*'°

c. Reduce Redundancies between State and Federal Certification Programs

Many states have their own certification requirements.”’” Once a machine is certified by the EAC,
many states require additional testing, which keeps machines in the laboratory and off the market.
The EAC is already working with several states (California, Indiana, and Ohio) to identify common
state certification requirements and include these in the federal process. We hope the EAC will expand
these efforts and include more states’ testing requirements in the federal certification program. By
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continuing to streamline the certification process in this way, voting equipment could make it to
the market faster, because machines would not need to go back to the lab for state certification after
completing the EAC process.

3. Long-Term Planning Is Critical to Negotiating Price and Effective Implementation

Merle King of the Center for Election Systems noted that “when you press election officials, often
they don’t know what their expectations [for life expectancy of their machines] are. The vendors have
fielded systems that you don’t know what to expect from as far as the serviceable life.”*'® Today’s crisis
is partly the result of this poor planning. As professor Doug Jones noted, if jurisdictions wait until
machines start failing to begin thinking about replacements (as some jurisdictions have), they will be
in a weak negotiating position with vendors.*"’

Moreover, jurisdictions may be forced to field systems in a high-stakes election, before they have
been vetted in low turnout elections, where election officials can discover and correct for potential
problems. Professor Jones recommends a minimum of one year of competitive bidding, followed by
an initial deployment of new machines during an off year (non-federal) election.”” By deploying
machines earlier, jurisdictions can have more than one year — and several smaller elections of
experience — to test machines before higher turnout elections. Michael Belarmino, of the National
Association of Counties, told us that jurisdictions should not rush to purchase machines shortly
before an election. “A good practice is to plan ahead, get the process started early, and to be adequately

prepared for elections.”**!

Dana Chisnell, director of the Center for Civic Design, noted that election officials may want a
dramatic change in future voting equipment. “System design and development has changed
fundamentally since the voting systems that are in use now were engineered,” Chisnell stated. “In
the 1990s, when the existing systems were designed, engineered, and manufactured, it was common
to specify a thing to be delivered. The vendor sold the voting systems, the training to understand
how to use it, and a maintenance contract [...] Excellent technology just doesn’t get made that way
anymore. Most of the best-in-class development is done based on a method called ‘agile’ (and its
many variations) in which there is continuous, iterated correction and improvement. This means that
the system is never ‘done.” This affects the way contracts are written, carried out, and managed.”***

At a practical level, “agile” systems could mean a shift away from a single product that is delivered
and will exist in its present form for a certain number of years. Instead, the design of voting systems
would benefit from testing and development over the life of the contract. Information gathered in
the field would allow for flaws and bugs to be fixed as they are discovered. Additionally, a feedback
loop between the design and implementation of voting systems would allow jurisdictions to add
features, enhancements, and innovations as legislation and technology change. As Chisnell noted,
“In theory, under this kind of development, voting systems would never become obsolete [...]
because they would be continually tested and improved, with parts of the hardware being replaced

when needed and software being constantly upgraded and tested.”**
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A new way of planning, that involves making iterative improvements to existing voting systems, could
be better for both election administrators and voters. The ability to make piecemeal improvements to
voting systems could lead to a massive change in election administration, specifically with regard to
budgeting, contract negotiation, and management of voting systems contracts. It would effectively put
election officials at all levels in the technology development business.

4. Help Jurisdictions Negotiate Better Contracts for New Machines

As this report illustrates, many jurisdictions cannot wait for new federal standards, or the development
of new systems in counties like Los Angeles. Some jurisdictions have plans to purchase in the short
window before the 2016 election. Others will need new systems soon after. The initial price of a voting
system can be just a fraction of the cost of using a voting system over time.”** Sometimes jurisdictions
enter into expensive repair and maintenance agreements with vendors,”” which are embedded in
contracts that election administrators may not fully understand.

Rokey Suleman, who has run election departments in Ohio, Virginia, and Washington, D.C.,
called the challenge of negotiating new contracts “huge.” He added: “Some localities just turn to the
vendor to develop the contract. Small jurisdictions with little procurement experience rely on vendor

‘benevolence.” This will be a growing issue as localities negotiate for new equipment.”*

There is much the EAC, state governments, and others can do to assist jurisdictions in reducing long-
term costs.

a. Define Best Practices for RFPs

When states and counties decide to purchase new machines, they typically issue a Request for Proposal
(RFP) to solicit bids. When drafting the RFD, a jurisdiction outlines the specific elements it requires.
The RFP provides an opportunity for jurisdictions to communicate exactly what they want from a
vendor and it determines the structure of contracts between vendors and jurisdictions.

EAC Commissioner Matt Masterson highlighted that the contract determines the quality of a voting
system. Masterson said in some ways, contract terms are more powerful than certification — a
jurisdiction can contractually guarantee certain kinds of performance and legally enforce that vendors
meet contract terms.*”

The EAC is collecting REPs in a section of its website that serves as a repository of RFPs for voting
systems.**® The RFP repository will provide important guidance to election officials procuring new
machines.

The EAC should also work with election officials that have developed high quality REPs, highlighting
the key terms and explaining their benefits to the quality of a voting system. RFPs are often dense
documents, and the reason for various terms in them will not always be clear. By explaining the benefit
of certain RFP terms, the EAC could provide election officials with a clearer sense of what kinds of
contracts will benefit their jurisdictions and voters.
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Election officials provided the Brennan Center with some clauses they believe were critically important
to their REPs. We discuss some below:

*  Local elections agencies should be on equal footing with vendors, so they can negotiate
financially sustainable contract terms. For this reason, RFPs should limit the elements
of a voting system that are proprietary.

>  RFPs should provide jurisdictions with the right to maintain voting software. When New
York State issued an RFP for new voting machines, it requested that the vendors permit
the state to keep the system’s source code in escrow. The state insisted on terms that would
allow them to procure services from other vendors if the original vendor went out of
business or was unresponsive to the needs of an election agency.

> RFPs should include terms that permit state and local governments to share voting
system documentation, and the eventual contract, with the public. Local election
officials will have more power to negotiate with vendors if the process is transparent and
subject to public accountability.

> RFPsshould ensure data created by voting machines are the property of election agencies.
When a voting machine malfunctions, it creates an internal log, defining what kind of
error occurred. These event logs help election officials evaluate machine performance
and understand the cause of a machine malfunction. If these logs are not available to
election officials, they cannot address machine problems on their own. Maggie Toulouse
Oliver, clerk of Bernalillo County, New Mexico, stated: “If vendors are not forced to
share information, it makes it hard for counties to do their own maintenance. Even
though New Mexico has a law requiring that counties perform preventative maintenance,
vendors would not share information, so the only way to service machines was through

the vendor.”?*

> RFPsshould guarantee part availability for the new machines for their lifespan. Professor
Douglas Jones notes that without such a guarantee, in a few years jurisdictions could
again find themselves wondering how they will support a voting system that their vendor
discontinued.?*

* RFPs should break down contracts into as many elements as possible. In the past, many
jurisdictions signed contracts that bundled expensive maintenance contracts with equipment
purchases, to the financial detriment of local governments. Contracts stifled competition
by locking jurisdictions into long-term maintenance contracts with the same vendor from
which they purchased their equipment.

> RFPs should allow states and localities to shop around for the best and most affordable
service contracts for software and hardware maintenance. Election agencies should not
be dependent on just one vendor to help them adapt to changes in election law, such as
early voting, vote centers, instant runoff voting, or a paper trail requirement.
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*  RFPs should require voting systems to export election data in a standardized format. The National
Institute for Science and Technology and the Institute of Electrical and Electronics Engineers are

working on a “common data format” for election data,*"'

which could lead to machines producing
results identically across model types, precincts, and counties. This would make election night
reporting easier, since machines would essentially produce spreadsheets of vote totals in the same

format, and results could be more easily compiled.
b. Central Purchasing and Cross-Jurisdictional Resource Pooling

States and jurisdictions may benefit from pooling their resources to save funds. Since states have more
purchasing power, they can get better deals for voting equipment. Some states, such as Georgia, Michigan, and
South Carolina, use state funds to purchase machines.?* Other states, like West Virginia, allow jurisdictions
to buy from a pre-negotiated statewide contract.” States, or even large jurisdictions, that purchase hundreds

or even thousands of machines are frequently able to procure machines at a lower price.”*

Wendy Noren, director of elections in Boone County, Missouri, stated that as a county election official she
is interested in how she can increase her purchasing power. “Having the coordinated buying power is really
important,” she said. “It would be great if the state required vendors to submit and buy as part of a centralized
state procurement process.” Noren also suggested that an organization, such as the National Association of
Counties, could collaborate with the EAC to help localities pool their resources to get better contract terms
and pricing.*®

THE PROMISE OF COMMERCIAL-OFF-THE-SHELF (COTS) CONSUMER
ELECTRONICS IN VOTING SYSTEMS

In most counties, voting machines do not look like the computers, tablets, and smartphone devices
that many Americans use on a daily basis. Most of the voting machines used in the United States are
composed of a set of interconnected commercial components, like touch screens, CPU processors,

236 As discussed earlier, the electronics inside machines can be more than a decade

and motherboards.
old and the machines themselves can be expensive, costing between $3,000 and $6,000 each. When
a state or county buys hundreds or thousands of these machines, the cumulative price can total tens

of millions of dollars.

The PCEA recommended that vendors leverage newer COTS devices — like tablet computers — for
use in voting systems. Integration of consumer electronics into voting systems would make them
more accessible to disabled voters (because of features that are built into the operating systems) and
more flexible to adapt to changes in state laws, according to the PCEA.*” Mass produced consumer
electronics are cheaper than current voting machines, which are manufactured in comparably smaller
batches. An iPad Air 2 costs $500 — as little as 10 percent of the cost of a proprietary voting machine.**®
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What stands in the way of using more affordable, consumer electronics in voting systems?
According to the PCEA, the 2005 voting machine standards, “were primarily designed for
end-to-end products rather than components that can be interchangeable with other products
to increase customization, updating technologies, and usability.”?? If jurisdictions need to
replace just one part of a much larger voting system — like a touch screen or printer — they
must use the exact hardware that was originally certified for use in the system. Newer hardware
cannot be used in a certified system, unless the vendor chooses to submit the change to the
system for EAC approval. If the vendor does not certify the small change — elections officials
will be stuck using old parts that can be difhicult, if not impossible, to find.

New voting machine standards could establish a certification process for testing the individual
components of a system. “Component certification” would allow election administrators
to replace one COTS device with another similar model — as long as both devices were
certified.* In practice this could mean replacing an aging iPad with a newer Android or
Microsoft tablet, or a Canon printer with a similar Hewlett-Packard model.

But it is far from clear that all jurisdictions, particularly smaller jurisdictions, could fully
benefit from such a change. As EAC Commissioner Matt Masterson noted, this kind of system
would shift the roles and responsibilities of election officials across the country and require
significant IT resources at the local level. “This kind of certification will require local election
officials to be much savvier with their testing,” Masterson said. “In essence they will be system
integrators and that is a role that they have not served before. [...] An election office will need
a strong IT staff to be able to do this.”**!

In addition, security experts caution that the use of consumer electronics cannot come at
the expense of election security. Voting systems that include tablets or other COTS devices,
they note, can have built-in features that have the potential to compromise election security.
Among their warnings is that tablets should not have the ability to connect to the Internet.*
If systems are not secured properly, voter privacy could be compromised or ballots could be

manipulated.

Ultimately, a greater reliance on consumer electronics could mean a fundamental change in
the way many jurisdictions budget and plan for the future of elections. As Jeremy Epstein of
SRI International pointed out, shifting to commercial tablets, scanners, and printers could
mean dramatically lower initial costs and more flexibility when purchasing systems. At the
same time, the lifespan for these commercial products is even shorter than many voting system
components in use today, and election officials would need to grapple with a voting system
that evolves over time (with changes to critical component parts as technology changes), rather
than one that is essentially static over its lifespan, as systems exist today. 2%
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CONCLUSION

As this report demonstrates, the problem of aging and outdated voting equipment is national and
widespread. We ignore it at our collective peril.

A majority of jurisdictions in 2016 will be using machines at or near the end of their projected
lifespans. This is a short-term problem that must be addressed at two levels. First, these jurisdictions
must put proper contingency plans in place to deal with machine failures in upcoming elections.
Among other things, this means: implementing good poll worker training focused on the most
common problems associated with aging machines, executing effective pre-election software testing
and post-election audits, and ensuring the availability and proper use of emergency paper ballots
where applicable.

Second, we must find money to pay for these emergency measures and, perhaps even more importantly,
replace aging machines. Purchasing and deploying new voting systems takes time. It should be
done methodically, with proper planning, including strategies to support new systems during their
lifetimes. As long as election officials are unsure whether they can afford to buy new systems and
support them over the long haul, that process is delayed, and the risk of Election Day failures increases.

We estimate that the cost of replacing new voting equipment could easily exceed $1 billion. Many
experts we spoke to doubted that Congress would supply those funds. Given how urgent the problem is,
and how soon new money must be found, that probably means the burden of funding new equipment
will fall in significant measure on states and counties. Between them, they must find a way to pay for
new equipment so that all voters, and not only those who live in counties that can afford new machines,
are able to vote on equipment that works.

In the long term, we as a country need to adopt a new reality, where voting systems will be more flexible
but less durable than in the past. There is much that can be done to reduce the costs associated with
that future. While we strongly discourage the deployment of Internet voting until far better security is
developed, there are other important steps that can be taken. For larger jurisdictions that can handle
the transition to systems that use more COTS devices — like tablet computers — there is the prospect
of significantly lower purchase and maintenance costs. With the benefit of past experience and greater
resources, state and local election officials should be able to negotiate better contracts than they have in
the past, lowering both immediate and long term expenses.

Even if Congress does not supply states and localities with large amounts of money to buy new
equipment in the short term, they have a very important role to play in reducing costs in the long
term. In particular, Congress can use the EAC to make grants to election ofhicials and vendors to
encourage more innovative voting system solutions. As highlighted in this report, such efforts are
already underway in places like Los Angeles, California and Travis County, Texas. For a very small
price, more efforts like these could produce far better (and less expensive) machines for states and
counties around the country. Similarly, proper oversight of the EAC — to ensure that it updates the
voting system guidelines, reduces the cost and time associated with certification, provides guidance to
smaller jurisdictions as they negotiate new contracts, and helps local election jurisdictions share and
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pool resources and information — can help drive down the long-term costs associated with the fact that
for the foreseeable future, we will be using more complicated, less durable voting equipment.
g p g ¢€q

Ultimately, if we are to avoid a new technology crisis every decade, all levels of government — federal,
state, and local — must work to ensure that we develop long-term plans and sources of funding to support
and regularly update our voting infrastructure, just as we budget and plan to maintain (and periodically
replace) other critical infrastructure, from roads and bridges to fire trucks and police cars. The good
news is, unlike in 2000, there is a deep understanding of the challenge, and an infrastructure in place
that should allow state and local officials to develop plans to deal with this problem in the short and
long run.
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15, 2015).

Jack Coss, Pro V&V, COMMONWEALTH OF VIRGINIA 2014 NOVEMBER VOTING EQuiPMENT AupiT REPORT 3 (2015),
available at http://elections.virginia.gov/WebDocs/VotingEquipReport/3.pdf.

Telephone Interview with Jack Cobb, Auditor, Va. Board of Elections (Apr. 29, 2015). See also Product Advisory Notice,
ASR-22 Rev. 1.1, Dominion Voting Systems (Mar. 31, 2011) (on file with author).

Telephone Interview with Jack Cobb, Auditor, Va. Board of Elections (Apr. 29, 2015).
Telephone Interview with Joe Rozell, Dir. of Elections, Oakland Cnty., Mich. (Feb. 24, 2015).
Moore, supra note 54.

Telephone Interview with Jeremy Epstein, Senior Computer Scientist, SRI Intl (May 18, 2015).
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Telephone Interview with Matthew Masterson, Comm’s, U.S. Election Assistance Comm'n (Apr. 2, 2015).

E-mail from Matthew Masterson, Comm’, U.S. Election Assistance Comm’n, to Lawrence Norden, Deputy Dir.,
Democracy Program, Brennan Ctr. for Justice (June 15, 2015) (on file with author).

See John Dodge, Calibration Error Displays GOP Vote to Dems, CBS Cuicaco (Oct. 23, 2014, 8:59AM), http://
chicago.cbslocal.com/2014/10/23/calibration-error-switches-gop-vote-to-dems/; Robert Lopez, Voting Machine Again
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voting-machine-again-displays-wrong-choice/article_4b6f41e4-616e-11e4-2a89-0017a43b2370.html; Ben Weathers et
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See Telephone Interview with Brad Nelson, Elections Dir., Pima Chnty., Ariz. (Feb. 27, 2015); Telephone Interview with
Ken Terry, Dir. of Board of Elections, Allen Cnty., Ohio (Feb. 11, 2015); Telephone Interview with Joseph Mansky,
Elections Manager, Ramsey Cnty., Minn. (Apr. 30, 2015); Telephone Interview with Neal Kelley, Registrar of Voting,
Orange Cnty., Cal. (Feb. 2, 2015).

See Telephone Interview with Mark Earley, Voting Sys. Manager, Leon Cnty., Fla. (Jan. 26, 2015); Telephone Interview
with Paul Ziriax, Secretary, Okla. Board of Elections, and Pam Slater, Assistant Secretary, Okla. Board of Elections
(Mar. 16, 2015); Telephone Interview with Kristin Mavromatis, Public Information Manager, Mecklenburg Cnty.,
N.C. (Apr. 9, 2015).

Telephone Interview with Mark Earley, Voting Sys. Manager, Leon Cnty., Fla. (Jan. 26, 2015).

E-mail from Mark Earley, Voting Sys. Manager, Leon Cnty., Fla., to Christopher Famighetti, Voting Rights Researcher,
Brennan Ctr. for Justice (June 3, 2015, 17:28 EST) (on file with author).

E-mail from Ken Terry, Dir. of Board of Elections, Allen Cnty., Ohio, to Christopher Famighetti, Voting Rights
Researcher, Brennan Ctr. for Justice (May 6, 2015, 16:26 EST) (on file with author).

See Telephone Interview with Merle King, Exec. Dir., Ctr. for Election Sys., Kennesaw State Univ. (Feb. 5, 2015);
Telephone Interview with Joe Rozell, Dir. of Elections, Oakland Cnty., Mich. (Feb. 24, 2015); Telephone Interview
with Neal Kelley, Registrar of Voting, Orange Cnty., Cal. (Feb. 2, 2015); Telephone Interview with Ryan Macias, Voting
Sys. Analyst, Sec. of State’s Office, Cal. (Mar. 13, 2015); Telephone Interview with Joseph Mansky, Elections Manager,
Ramsey Cnty., Minn. (Apr. 30, 2015); Telephone Interview with Sherry Poland, Dir. of Elections, Hamilton Cnty., Ohio
(Feb. 18, 2015); Telephone Interview with Garth Fell, Elections and Recording Manager, Snohomish Cnty., Wash. (Apr.
30, 2015).

E-mail from Jeremy Epstein, Senior Computer Scientist, SRI Intl, to Lawrence Norden, Deputy Dir., Democracy
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Telephone Interview with Sherry Poland, Dir. of Elections, Hamilton Cnty., Ohio (Feb. 18, 2015).
Telephone Interview with Merle King, Exec. Dir., Ctr. for Election Sys., Kennesaw State Univ. (Feb. 5, 2015).

The Brennan Center confirmed with two major vendors - ES&S and Dominion - that the following models are no
longer manufactured: iVotronic and M100 (ES&S); AccuVote OS, AccuVote OSX, AccuVote TS, AccuVote TSX, AVC
Edge, AVC Advantage, Optech IIIP-Eagle and Optech Insight (Dominion). In addition, the Danaher 1242 — used
statewide in Delaware — is no longer in production. There may be additional models that were produced by other
vendors that are no longer manufactured. This map assumes that equipment currently used will not be replaced before
2016. Washington, Oregon, and Colorado are primarily vote-by-mail states. According to Verified Voting and vendors
we spoke with, Washington and Colorado use models that are no longer manufactured for tabulating absentee ballots.
For Massachusetts, New Hampshire, Vermont, and Wisconsin, this analysis was only possible using county level data.
See E-mail from Howard Cramer, Executive Vice President of Governmental Relations, Dominion Voting Systems, to
Christopher Famighetti, Voting Rights Researcher, Brennan Ctr. for Justice (June 11, 2015, 12:41 EST) (on file with
author); Telephone Interview with Kathy Rogers and Ken Carbullido, ES&S (Apr. 3, 2015); Telephone Interview with
Tom Ferguson, Nat'l Dir. of Sales, ELECTEC Election Servs., Inc. (Aug. 11, 2015).

See The Verifier — Polling Place Equipment, VERIFIEDVOTING, https://www.verifiedvoting.org/verifier2014/ (last visited
June 29, 2015).

See R.I. House ComMM. ON OVERSIGHT, REVIEW OF THE 2012 ELECTIONS 13 (2013); Telephone Interview with Brienne
Delaney, Director of Elections, Marion Cnty., Ind., and Jenny Troutman, Deputy Election Administrator, Marion
Cnty., Ind. (Feb. 24, 2015); Telephone Interview with Edgardo Cortes, Elections Director, Va. Board of Elections (Mar.
20, 2015); Telephone Interview with Neal Kelley, Registrar of Voting, Orange Cnty., Cal. (Feb. 2, 2015); Telephone
Interview with Eric Fey, Democratic Director of Elections, St. Louis Cnty., Mo. (Apr. 15, 2015); Telephone Interview
with Brad Nelson, Elections Director, Pima Cnty., Ariz. (Feb. 27, 2015).

Telephone Interview with Edgardo Cortes, Elections Director, Va. Board of Elections (Mar. 20, 2015).
Telephone Interview with Brad Nelson, Elections Director, Pima Cnty., Ariz. (Feb. 27, 2015).

Telephone Interview with Brienne Delaney, Director of Elections, Marion Cnty., Ind., and Jenny Troutman, Deputy
Election Administrator, Marion Cnty., Ind. (Feb. 24, 2015).

R.I. House Comm. ON OVERSIGHT, REVIEW OF THE 2012 ELECTIONS 12 (2013).
Telephone Interview with Neal Kelley, Registrar of Voting, Orange Cnty., Cal. (Feb. 2, 2015).
Telephone Interview with Howard Cramer, Exec. Vice President of Gov’t Relations, Dominion Voting (Mar. 12, 2015).

The average cost of a voting machine is $4500. See Voting Technology: Current and Future Choices, THE CANVASS: STATES
aND ErecTioN REFORM 3 (Nat'l Conf. of State Legs., D.C.), June 2012, available at http://www.ncsl.org/documents/
legismgt/elect/Canvass_June_2012_No_31.pdf. Assuming one DRE for every 250 registered voters in the nation, it
would cost approximately $3.5 billion to replace machines across the country. Assuming one PCOS unit for every 1500
registered voters in the country, it would cost approximately $580 million to replace machines across the country. Based
on these assumptions, we estimate that replacing machines would fall somewhere between $580 million and $3.5 billion.

E-mail from Merle King, Exec. Dir., Ctr. for Election Sys. Kennesaw St. Univ., to Christopher Famighetti, Voting Rights
Researcher, Brennan Ctr. for Justice (June 14, 2015, 18:49 EST) (on file with author).

U.S. ELecTiON AssiSTANCE COMM'N, FiscaL YEAR 2013 INTERIM ANNUAL GRANT EXPENDITURE REPORT 12 (2015),
available ar http://www.eac.gov/assets/1/Documents/FY%202013%20Grants%20Report%20Jan%2029%202015%20
FINAL.pdf.

See Telephone Interview with Ryan Macias, Voting Sys. Analyst, Cal. (Mar. 13, 2015); Telephone Interview with Matt
Kitzman, Electronic Voting Sys. Election Specialist, Wis. (Apr. 1, 2015).

See Telephone Interview with Ed Packard, Dir. of Elections, Ala. (Mar. 3, 2015); Telephone Interview with Ryan Macias,
Voting Sys. Analyst, Cal. (Mar. 13, 2015); Telephone Interview with Peggy Reeves, Dir. of Elections, Conn. (Mar.
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19, 2015); Telephone Interview with Kyle Thomas, Dir. of Voting and Registration Sys., Ill., and Kevin Turner, IT
Dir, Ill. (Mar. 17, 2015); Maryellen Allen, Exec. Dir., Board of Elections, Ky. (Apr. 15, 2015); E-mail from Angie
Rogers, Comm’r of Elections, La., to Christopher Famighetti, Voting Rights Researcher, Brennan Ctr. for Justice (Mar.
13, 2015, 12:30 EST) (on file with author); Telephone Interview with Paul Aumayr, Voting Sys. Dir., Md. (Feb. 26,
2015); Michelle Tassinari, Dir. of Elections, Mass. (Mar. 19, 2015); E-mail from Lisa Kimmet, Deputy, Elections and
Gov’t Division, Mont., to Christopher Famighetti, Voting Rights Researcher, Brennan Ctr. for Justice (Mar. 16, 2015,
10:50 EST) (on file with author); Telephone Interview with Matt Damschroder, Sec’y of State, Ohio (Feb. 23, 2015);
Telephone Interview with Mark Thomas, Dir. of Elections, Utah (Mar. 24, 2015); Telephone Interview with Edgardo
Cortes, Elections Dir., Va. (Mar. 20, 2015); Telephone Interview with Layna Brown, Elections Dir., W. Va. (Mar. 20,
2015); Lori Augina, Dir. of Elections, Wash. (Apr. 1, 2015); Telephone Interview with Matt Kitzman, Electronic Voting
Sys. Election Specialist, Wis. (Apr. 1, 2015).

Bryan Whitener, Commissioner Mastersons Notes from the Road 3.13.15, THE OrriciaL BLoG of THE U.S. ELECTION
AssistaNCE - CoMMN  (Mar. 16, 2015),  http://www.eac.gov/blogs/commissioner_mastersons_notes_from_the_

road_31315_/.
Telephone Interview with William Anthony, Dir., Board of Elections, Franklin Cnty., Ohio (Mar. 12, 2015).

U.S. ErLecrioN AssisTANCE COMMN, FiscaL YEAR 2013 INTERIM ANNUAL GRANT EXPENDITURE REPORT 12 (2015),
available at http://www.eac.gov/assets/1/Documents/FY%202013%20Grants%20Report%20Jan%2029%202015%20
FINAL.pdf.

Interview with Christy McCormick, Comm’s, U.S. Election Assistance Comm’n (Apr. 21, 2015).

Alabama, Arkansas, California, Delaware, Florida, Illinois, Indiana, Kansas, Louisiana, Massachusetts, Michigan,
Minnesota, Mississippi, Missouri, North Carolina, Ohio, Pennsylvania, Rhode Island, Tennessee, Texas, Virginia and
West Virginia. Telephone Interview with Kim Tillman, Election Div. Coordinator, Mobile Cnty., Ala.; (Jul. 27, 2015);
Telephone Interview with Pam Walker, Voting Equipment Specialist, Election Comm’n, Pulaski County, Ark. (Apr.
14, 2015); Telephone Interview with Neal Kelley, Registrar of Voting, Orange Cnty., Cal. (Feb. 27, 2015); Telephone
Interview with Elaine Manlove, Election Comm’s, Del. (Mar. 19, 2015); Telephone Interview with Lori Edwards,
Supervisor of Elections, Polk Cnty., Fla. (Feb. 20, 2015); Telephone Interview with Jim Allen, Spokesman, Chi. Board
of Election, Chi., Ill. (Apr. 13, 2015); E-mail from Jim Allen, Spokesman, Chi. Board of Election, Chi., Ill., to Carson
Whitelemons, Senior Research Assoc., Brennan Ctr. for Justice (June 24, 2015, 13:23 EST) (on file with author);
Telephone Interview with Debra Walker, Clerk, Board of Elections, Henry Cnty., Ind. (Feb. 9, 2015); Telephone
Interview with Jennifer Bentley, Cnty. Clerk, Montgomery Cnty. Ind. (Feb. 20, 2015); Telephone Interview with Rick
Piepho, Cnty. Clerk, Harvey Cnty., Kan. (Apr. 6, 2015); Telephone Interview with Brian Newby, Election Comm,
Johnson Cnty., Kan. (Mar. 27, 2015); E-mail from Angie Rogers, Comm of Elections, La., to Carson Whitelemons,
Senior Research Assoc., Brennan Ctr. for Justice (June 23, 2015, 16:18 EST) (on file with author); Telephone Interview
with Elizabeth Camara, Chairperson of Board of Election Comm’rs, Fall River City, Mass. (Mar. 25, 2015); Telephone
Interview with Madeline Scully, Town Clerk, Windsor, Mass. (Apr. 3, 2015); Telephone Interview with Chris Thomas,
Dir. of Elections, Mich. (Mar. 20, 2015); Telephone Interview with Dave Walz, Dir. of Elections, Stearns Cnty., Minn.
(July 23, 2015); Telephone Interview with Danny Klein, Dir., Board of Elections, DeSoto Cnty., Miss. (Feb. 26, 2015);
Telephone Interview with Diane Norcross Thompson, Cnty. Clerk, Johnson Cnty., Mo. (Mar. 27, 2015); Telephone
Interview with Eric Fey, St. Louis Cnty., Mo. (Apr. 15, 2015); Telephone Interview with Steve Hines, Dir., Board of
Elections, Forsyth Cnty., N.C. (Apr. 6, 2015); Telephone Interview with Ashely Tew, Dir., Board of Elections, Sampson
Cnty., N.C. (Feb. 18, 2015); Telephone Interview with Jocelyn Bucaro, Deputy Dir. of Elections, Butler Cnty., Ohio
(Feb. 2, 2015); Telephone Interview with William Anthony, Dir., Board of Elections, Franklin Cnty., Ohio (Mar. 12,
2015); Telephone Interview with Sherry Poland, Dir. of Elections, Hamilton Cnty. Ohio (Feb. 18, 2015); E-mail from
Tim Dowling, Supervisor of Elections, Phila., Pa., to Carson Whitelemons, Senior Research Assoc., Brennan Ctr. for
Justice (June 24, 2015, 10:21 EST) (on file with author); Telephone Interview with Marisa Crispell, Dir. of Elections,
Luzerne Cnty. Pa. (Mar. 3, 2015); Telephone Interview with Rob Rock, Dir. of Elections, R.I. (July 21, 2015); Telephone
Interview with Charles Holiway, Adm’s, Election Commission, Roane Cnty., Tenn. (Feb. 25, 2015); Telephone Interview
with Philip Warren, Adm’r of Elections, Wilson Cnty., Tenn. (Feb. 19, 2015); Telephone Interview with Dana DeBeauvoir,
Chnty. Clerk, Travis Cnty., Tex., and Michael Winn, Director of Elections, Travis Cnty., Tex. (Apr. 2, 2015); Telephone
Interview with Edgardo Cortes, Elections Director, Va. Board of Elections (Mar. 20, 2015); Telephone Interview with
Vera McCormick, Cnty. Clerk, Kanawha Cnty., W. Va. (Feb. 4, 2015).
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OH10 ASSISTANT SECRETARY OF STATE/MATT DAMSCHRODER, TESTIMONY TO THE GENERAL GOVERNMENT SUBCOMMITTEE
1 (Apr. 29, 2015), available at http://searchprod.lis.state.oh.us/cm_pub_api/api/unwrap/chamber/131st_ga/ready_for_
publication/committee_docs/cmte_s_gen_govt_sub_1/testimony/cmte_s_gen_govt_sub_1_2015-04-29-0230_515/
april29th2015testimonysecretaryofstate.pdf (“When Secretary Husted took office in January 2011, there were
approximately 190 filled full-time positions. Today, our count is 145 full time employees.”).

Telephone Interview with Edgardo Cortes, Elections Director, Va. Board of Elections (Mar. 20, 2015).
Telephone Interview with Ken Terry, Dir. of Board of Elections, Allen Cnty., Ohio (Feb. 11, 2015).
Telephone Interview with Edgardo Cortes, Elections Director, Va. Board of Elections (Mar. 20, 2015).

See Elisabeth Hulette, Virginia Governor Announces New Voting Machines, Gov't TecH. (Dec. 16, 2014), http://www.
govtech.com/products/Virginia-Governor-Announces-New-Voting-Machines.html.

See Laura Vozzella & Jenna Portnoy, Va. House, Senate Pass Budget Packages, Wast. Post (Feb. 12, 2015), heep://www.
washingtonpost.com/local/virginia-politics/2015/02/12/73cb7b06-b2dd-11e4-854b-a38d13486bal _story.html.

Dave Ress, Is Voting Machine Replacement Funding Slipping Away?, Dairy Press (Feb. 12, 2015, 1:46 PM), http://www.
dailypress.com/news/politics/shad-plank-blog/dp-virginia-politics-is-voting-machine-replacement-funding-slipping-
away-20150212-post.html.

Telephone Interview with Edgardo Cortes, Elections Director, Va. Board of Elections (Mar. 20, 2015).

For this analysis, the Brennan Center used data provided by the U.S. Census Bureau. Our measure of median income
in Virginia jurisdictions is based on the following data set: Median Household Income in the Past 12 Months, 2009-
2013 American Community Survey 5-Year Estimates. In addition, the Brennan Center confirmed that the following
16 jurisdictions purchased new machines, or had plans to purchase new machines, before the Virginia Department of
Elections decertified the WinVote: City of Bristol, Caroline County, Chesterfield County, Fairfax County, Goochland
County, Halifax County, Henrico County, King George County, Loudoun County, City of Mannasas Park, Montgomery
County, Orange County, Pittsylvania County, Prince William County, City of Virginia Beach, and York County. We
found that the average median income for these jurisdictions was approximately $69,800. Comparably, the average
median income for all other Virginia jurisdictions was approximately $50,100. Telephone Interview with Rokey Suleman,
Consultant, Va. Dep’t of Elections (Aug. 14, 2015).

The Brennan Center performed the same analysis for jurisdictions in Arizona and Minnesota. In Minnesota, the Brennan
Center found that the six jurisdictions that purchased new machines, or that initiated the procurement process for
new machines, had a higher average household median income ($71,735) than the remaining jurisdictions ($50,890).
The Brennan Center found evidence that the following Minnesota jurisdictions purchased new machines or were in
the process of procuring new machines: Anoka County, Dakota County, Hennepin County, Ramsey County, Scott
County and Washington County. Email from Julie Strother, Dir. of Gov't Relations, Office of Minn. Sec’y of State, to
Christopher Famighetti, Voting Rights Researcher, Brennan Ctr. for Justice (Aug. 28, 2015, 11:29 EST) (on file with
author). Similarly, in Arizona, the Brennan Center found that counties that purchased machines had a higher average
household median income ($44,800) than remaining counties ($42,200). The Brennan Center found that five Arizona
counties had purchased, or had plans to purchase, machines: Cochise, Mohave, Pima, Pinal, and Yavapai counties.

Telephone interview with Michael Belarmino, Assoc. Legislative Dir./Assoc. Gen. Counsel, Nat'l Ass'n of Counties (July
30, 2015).

52 U.S.C. § 21081 (2015).

RESEARCH ALLIANCE FOR ACCESSIBLE VOTING, INCREASING THE USE OF ACCESSIBLE VOTING SYSTEMS 1 (2014), available
ar htep://www.ataporg.org/docs/ ATAP%20RAAV%20Final %20Report%20Accessible%20May%202014.pdf.

Telephone Interview with Whitney Quesenbery, WQusability (May 28, 2015).

John Lamb, Improve Usability with Assistive Technology, ComPUTERWEEKLY.COM (Jan. 2008), http://www.computerweekly.
com/feature/Improve-usability-with-assistive-technology.
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Laskowski, supra note 18, at 17-18.
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